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1. Introduction

0, REC@®MNITR

—l macOS IMAGE TRIAGE REPORT

RECON ITR is the premier solution for macOS Imaging, Triage, and Reporting that is
designed for both novice and advanced users.

RECON ITR is an indispensable and versatile tool for getting answers quickly within
minutes. RECON ITR includes hundreds of plugins that automatically parse thousands of
artifacts from macQOS, Windows (via Boot Camp), and iOS backups.

RECON ITR processes and finds evidence provides answers quickly without the need for
a separate data collection and additional processing required by other more expensive
solutions. RECON TR is an ideal solution for law enforcement consent searches and
probation and parole home visits. With the ability to preconfigure templates, only limited
training is needed. RECON [TR can also be used for corporate investigations, employee
compliance, and protecting intellectual property.

RECON ITR can perform historical analysis of data and generate thousands of reports to
document what was found in minutes.

RECON ITR includes RECON IMAGER and a built-in write-blocker to image live systems
and Macs connected in Target Disk Mode.

RECON ITR is designed natively on macOS to take full advantage of the power within
macOS. Other forensic tools, including those that run on a Mac, were ported from non-
native operating systems and experience limitations. Instead of utilizing native macOS
libraries, they rely on reverse engineering and third-party applications, which can lead to
missed data, improper interpretation of data, and slower processing times.
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RECON ITR utilizes native macOS libraries, so support for new macOS file systems and
artifacts is quick or instantaneous.

RECON ITR comes with one full year of free updates and support.

1.1 RECON ITR - Bootable USB

RECON ITR contains a bootable imaging utility that supports all Macintosh computers with
Intel processors. It contains three macOS based boot environments to ensure no write to
internal or externally attached media.

Please refer to the separate RECON IMAGER Manual for instructions on its use is found
here:

https://sumuri.com/recon-imager-manual/

The rest of this manual contains instructions for using RECON ITR on a live running Mac.

2. Recommended System Requirements

MacOS 10.12 or higher is required for RECON ITR to run on live running systems.
However, additional versions of macOS are supported when a Mac is connected via Target
Disk Mode.

Refer to the chart below to determine what version of macOS is required when running
RECON ITR on a live system or against a Mac connected in Target Disk Mode.

Feature Supported Version of Mac Running Version of macOS connected

RECON ITR

via Target Disk Mode

Imaging APFS Devices
Imaging non-APFS Devices
Triage of Mac

Local Time Machine Snapshots

Unified Log Collection

RECON ITR

macOS 10.13 or higher
macOS 10.12 or higher
macOS 10.12 or higher

macOS 10.13 - 10.14

macOS 10.12 or higher

Copyright © 2010-2021 SUMURI LLC

macOS 10.13 or higher
macOS 8.6 or higher
macOS 10.7 or higher

macOS 10.13 or higher

macOS 10.12 or higher
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https://sumuri.com/recon-imager-manual/

Be aware that some features and artifacts are not supported in different versions of
macOS. For example, APFS was not supported until macOS 10.13.

3. Key Concepts to Understand

Before using RECON ITR, it is important to understand key concepts about Mac
computers and their technologies.

3.1 Apple File System (APFS)

Apple File System (APFS) is a proprietary file system from Apple that is utilized for macOS,
iOS, watchOS, and tvOS. APFS is natively and fully supported on macOS High Sierra
(10.13) and above. APFS has limited support in macOS Sierra (10.12). APFS has no
native support in Windows operating systems. Any support for APFS in Windows and
Windows forensic tools are using reversed engineered non-native technologies.

RECON [TR is designed on a Mac with macOS so APFS (as well as other Mac file
systems) are supported natively.

3.2 Apple Extended Attributes

Apple Extended Attributes are special metadata created only within macOS to allow
searches via the macOS search utility, Spotlight.

Apple Extended Attributes contain extremely valuable information for investigations. This
special metadata cannot be seen in Windows. Most Windows forensic tools ignore or
have a limited ability to display Apple Extended Attributes as they are not natively
supported.

Understanding Apple Extended Metadata is critical to investigations. For example, macOS
utilizes Apple Extended Attributes for timestamps in favor of POSIX timestamps. Other
forensic tools typically display and report the wrong timestamps.

RECON ITR is designed to natively support and document Apple Extended Attributes
properly.

3.3 FileVault
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FileVault (version 2) is macOS full volume encryption with no backdoors. FileVault is
mounted and decrypted with the user’s login password or Recovery Key which is created
when FileVault was originally enabled.

RECON ITR can process live running Macs or Macs connected via Target Disk Mode with
FileVault. Processing a Mac with FileVault requires access to the desktop on live running
systems or knowing the password or Recovery Key for Macs connected in Target Disk
Mode.

3.4 Security Chipset

In 2018 - 2020 Macs, Apple has added the T2 Security Chipset. The T2 Security Chipset
serves several purposes, however, it is mainly designed to add an extra layer of security for
the data contained on a Mac'’s internal drive.

Here is a full list of Apple computers that have the Apple T2 Security Chip: https://
support.apple.com/en-us/HT208862

RECON ITR can process live running Macs or Macs connected via Target Disk Mode with
T2 Security Chipsets. Processing a Mac with a T2 Security Chipset in Target Disk Mode
requires knowing the password for the target computer if the macOS is 10.14.5 or higher.

3.5 Local Time Machine Snapshots (APFS)

Time Machine is a utility in macOS that is used for creating backups. Time Machine must
be activated by the user and requires a local or remote disk to store the backups (Time
Machine disk). When the Time Machine disk is not available the backups are stored
locally. These backups are known as “Local Time Machine Snapshots” in APFS. They are
also referred to as APFS Snapshots by some.

RECON ITR can display, image and hash Local Time Machine Snapshots in Macs with T2
Security Chipsets and without on Macs using macOS 10.13 or 10.14.

RECON ITR Copyright © 2010-2021 SUMURI LLC 8 of 101



3.6 Apple Boot Camp

Apple Boot Camp is a technology that assists a Mac user with installing a Windows
operating system on a Mac. RECON ITR can process the Windows OS data within Boot
Camp partitions.

3.7 Apple Silicon

In newer Macs, Apple has transitioned from Intel processors to their proprietary Apple
Silicon processor which added extra layers of security. These layers include robust boot
protection that prohibits loading any third-party application on bootable versions of macOS
11 Big Sur. Because of this, imaging Macs with Apple Silicon Processors is limited to live
imaging.

Please refer to Section 24.1.2 for instructions on how to image an Apple Silicon Mac.
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4. Getting Support

Support for RECON ITR is available via our Online Support site and submitting a ticket
here:

https://helpdesk.sumuri.com

During regular business hours, we strive to respond in less than one hour but no longer
than 24 hours.

SUMURI is based in the state of Delaware, USA (Eastern Time Zone — EST/EDT).

Our office hours are 0900-1700 (9 a.m. — 5 p.m.). SUMURI is closed for US Federal
Holidays.

Law Enforcement Emergency Support

If you are law enforcement, and are in need of immediate emergency assistance with any
of our products, please contact us anytime at +1 302.570.0015.

5. Renewing RECON ITR

RECON ITR comes with one full year of support and updates. Once RECON [TR expires,
its license will need to be renewed in order to continue to receive updates and support.

RECON ITR can be renewed online via our website here:

https://sumuri.com/product/recon-itr-renewal/

Additionally, RECON ITR can be renewed by contacting our office to be assisted by a team
member.

5.1 Applying RECON ITR Renewed License

After purchasing an additional year of annual maintenance, a team member will send an
email with an attachment and instructions on updating the RECON ITR License.

To update the license on the RECON ITR SSD drive, start with downloading and extracting
the .zip file attached to the renewal email.
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Move the current license folder on the RECON [TR drive to the trash, and empty the trash.

Copy the new license folder to the root of the RECON ITR drive.

Launch the RECON_ITR.app from your drive, and a warning will appear saying that the
license file is missing. Click OK.

License file missing !!!

-

In the main interface, select New License.

Navigate to the following file path of the new license file: Volumes

license_folder > License.

Select the license file and click Open.

> RECON ITR >

| <|> 8-
Favorites
@ Recents
A\ Applications
Desktop
[ Documents
© oownloads
icloud
& icloud Drive
Locations
| (Jreconmr &
@ Network
Tags
® Red
© Orange

| | New Foider

S5KANKON317137K_REC.., © Q

license

" RECON_ITR..onfigurations »

S5KANKON..._ RECON-ITR »

€9ccde041db6175023175¢2
95ab48ddB7c5877e0
6281905d68b49956a05042d
990736232¢4826650
579916 4e6af73366e598df
96676cf966a38c042
f£194b2b3d154041365b1e8
7318e7f5f8a%caSef
©5214af71b0e8026c4a%e46
ddaeff64116b1a23e
@@b2dcec?5a6648be14d8 fid
2855892ad813e4932
Seaa’dcea3d61581fea3bbb
a35c6221457247539

license
TextEdit.app Document - 2 KB

Information

Created 10/16/20, 10:42 AM
Modified 10/16/20, 10:42 AM

Cencel

Finally, close and reopen the application, and your license should now be applied.

RECON ITR
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6. Training

SUMURI offers vendor-neutral training on Mac Forensics. SUMURI’s courses teach the
concepts and knowledge to use RECON ITR (or other tools) to process Mac artifacts and
Mac file systems.

e Best Practices In Mac Forensics (MFSC-101)

e Advanced Practices In Mac Forensics (MESC-201)

If interested in hosting a training course at your location and receiving up to two free seats
please contact us via the link below.

e Hosting SUMURI Training

7. Installation

The RECON ITR application can run from any location, however, the original RECON
ITR drive also serves as its dongle and will need to be connected to the Mac to run.

Typically, RECON ITR is run from its original drive, however, it can also be copied to the
examination Mac and run from that location.

7.1 Downloading RECON ITR Updates
Before installing RECON ITR please make sure that you have the latest update.
RECON ITR updates can be found here:

https://sumuri.awsapps.com/workdocs/index.html#/share/document/
1892322927967e8915bda8802ecfc22c317941e3c5e556¢ce3fdal07fa317dd68

To ensure that our customers are always able to access updates we have alternative
links for all downloads. If you experience any trouble with the main link hosted on
Google Drive try downloading from this alternative:_http://gofile.me/5dMCE/QXvj71Gyl

Download the latest version (highest-numbered) and move the .dmg to your Desktop.
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You may then open the DMG and copy the application inside the DMG to your RECON
ITR drive.

Note: If you run the application from inside the DMG, it will not properly locate your
license file. Please ensure that the application is extracted and not being run from
inside the DMG.

Notifications for new updates will be sent out to the email address that we have on file.
If you are not sure if you are on the RECON ITR update list and would like to be notified
when updates are released please let us know at hello@sumuri.com.

7.2 Full Disk Access

Before starting RECON ITR it should be given Full Disk Access. This is necessary
when running RECON ITR on macOS 10.14 or higher and requires knowing an
administrator password. Granting Full Disk Access allows RECON ITR to access areas
and files restricted by standard permissions.

If Full Disk Access permissions are not granted, some features of RECON [TR will be
unavailable or limited.

® &
AuthorizeREC M ITR

To access protected applications RECON ITR
needs admin permission. You will need the
admin password and to follow these steps:

( GotoSystem Preferences )
( Securty&Prvacy
C Privacy D)

C Full Disk Access D

(" Add RECON_ITR (select +) )

If the checkbox is disabled, click the padiock
and enter the admin password.

| Understand

Each time RECON ITR launches a message will appear to remind the examiner about
giving RECON ITR Full Disk. Access. Click 1 Understand to close the message
window.
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About This Mac

System Preferences... 1 update
App Store...
Recent Items >

Force Quit System Preferences X {380

Sleep

Restart...

Shut Down...

Lock Screen ~38Q
Log Out Steve Whalen... 438Q

To give RECON ITR Full Disk Access navigate to System Preferences using the
Apple Menu found in the top left corner (Apple Menu — System Preferences).

Security
& Privacy

From System Preferences select the Security & Privacy icon.

Follow the steps below to add RECON ITR to the Full Disk Access column.
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® _(» | HE Security & Privacy Q Sear

General  FileVault  Firewall

( ) Accessibility Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and
Input Monitoring certain administrative settings for all users on this

== Mac.

v | & | RECON_LAB
‘ Xcode

(O] Recon TR

- Full Disk Access

" Files and Folders

- Screen Recording

.“ F Automation

‘ Developer Tools
: | dt= |
w Analytics & Impre

Gq" Advertising

rg DB Browser for SQLite

Bl Click the lock to prevent further changes. Advanced... ?

1.) Click on the lock icon in the bottom left corner and enter the admin password to
unlock.

2.) Select the Privacy tab and then Full Disk Access in the sidebar.

3.) Click the “+4” symbol and navigate to the RECON ITR application.

4.) Select the RECON ITR application to give Full Disk Access permissions.
7.3 Energy and Sleep Settings

Allowing a Mac to go to sleep in the middle of processing a case will most likely cause
issues. Make sure to disable any settings related to sleep or Power Nap when
processing with  RECON [TR. These settings can be changed in System
Preferences.

Energy
Saver

Look for the Energy Saver icon.
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O8N <> | Energy Saver Q se BB < | > ) i Energy Saver Q se
4 Automatic graphics switching 8 Automatic graphics switching
Your computer for bettar battery life. Your computer for better battery life.
power Adater sty
Turn display off after: S— Turn display off after:
Tmin 15 min T 3his Never . Never Istting your display go to sleap may shorten its life 3his Never
Put hard disks to sleep when possible 2 Prevent when the display Is off
1 Slightly dim the display while on battery power Put hard disks to sleep when possible
Enable Power Nap while on battery power ¥ Wake for Wi-Fi network access
While sleeping, your Mac can periodically check for new ema, calendar, and other iCloud updates Enable Power Nap while plugged into a power adapter
While sieeping, your Mac can back up using Time Machine and periodically check for new email,
‘calendar, and other iCloud updates
Battery is charged. Restore Defaults Battery is charged. Restore Defaults
1 Show battery status in menu bar Schedule... ? 1 Show battery status in menu bar Schedule... ?

If the device is a portable Mac there will be energy settings for both Battery and
Power Adapter.
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8. Starting RECON ITR

=

—!

RECON_ITR

To start RECON ITR, double-click on the RECON _ITR icon from its location.

To run RECON ITR from an examination Mac and for quick access, drab the RECON ITR
icon to the dock to create a shortcut.

8.1 Adding the RECON ITR License

License file missing !!!

Demos and newly downloaded updates of RECON ITR will not have the license file loaded
and a message will appear.
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@ - RECON ITR - 1.0.0

Bl New Case
L! Load Case

m iOS Backup

Lf File Search

[== File Timeline

M Disk Manager D_I REC@ N ITR

_l macOS IMAGE TRIAGE REPORT

D—_J_j RECON Imager

@ Log Collect

B RAM Imager

ﬁ Plugins

?Q Configuration

© 2013-2020 SUMURI LLC
www.sumuri.com

(@ Rrecon |

After clicking OK, the RECON ITR Welcome Screen will appear. Click the New License
button and navigate to the license file.

The license can be found on the RECON ITR external drive in a folder. The RECON ITR
external drive is also the security dongle and will need to be connected while in use.

If a demo was requested or if RECON ITR was recently renewed the license will be sent by
email. Please backup and do not lose your license.
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v S5KANKOMCO0865A_SUMURI --  Folder Yesterday at 10:52 A
B license 2KB  TextEdit Yesterday at 10:52 A

cancel | (TN

Select your license file and choose Open.

Quit RECON ITR and start RECON ITR again. If the license was successful in loading all of
RECON I[TR’s buttons will be active.

9. RECON ITR Welcome Screen

® ® RECON ITR - 1.0.0

- New Case
Lf Load Case
. iOS Backup
d File Search

E File Timeline

(5] snapshots D_I REC@ N ITR

_.I macOS IMAGE TRIAGE REPORT
. Disk Manager

D—_l] RECON Imager

Log Collect

t RAM Imager

5} Plugins

B Configuration

© 2013-2020 SUMURI LLC
WWW.Sumuri.com

Upon starting RECON ITR the examiner will be presented with the Welcome Screen.
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The Version of RECON ITR will be found in the title bar.

RECON ITR Modules are found along the sidebar of the Welcome Screen. Each of these
modules will be explained in more detail later. If RECON ITR detects that a Module is not
supported by the macOS currently running, it will automatically be removed from the

Welcome Screen sidebar.

Below is a summary of each module.

RECON ITR MODULES

SUMMARY OF MODULE

New Case

Load Case

iOS Backup

File Search

File Timeline

Snapshots

Disk Manager

RECON Imager

Log Collect

RAM Imager

Plugins

Configuration

About RECON

RECON ITR

Starts a New Case to allow the automated analysis of a live running
Mac or a Mac connected in Target Disk Mode.

Load a case which has already been processed by pointing to its Case
Folder.

Automatically detect, extract or perform automated analysis of iOS
Backups.

Find files on any volume using File Signature, Content or File Name
searches.

Build detailed file system timelines.

Detect and image Local Time Machine Snapshots (APFS) using
differential analysis.

View attached disks and volumes. Use built-in Write-Blocking and
Read-Only mounting to triage attached devices including other Macs in
Target Disk Mode.

Advanced imager for all Macs and other devices.
Collect Mac Unified Logs in text-based or Log Archive formats.

Allows for the imaging of Mac RAM in raw format if the password is
known.

List of General and Special plugins.

Used to set the examiner and agency details and logo. Also, used to
copy settings, examiner details and templates from other versions of
RECON ITR applications.

Access to RECON ITR’s EULA, change logs, exceptions and/or known
issues, support and update information.
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10. Configuration

There are two tabs available in the Configuration Module.

10.1 Report Header Details

® - RECON ITR - Configuration
Report Header Details RO NI IR L
Examiner Steve Whalen, CFCE

Examiner Phone +1302-570-0015

Examiner Email swhalen@sumuri.com

D Agency Name SUMURI
Agency Address  po Box 252
Camden, Delaware 19934
USA

Date Format 2000-Jan-01

() change Logo |

-l Update ]

The first tab of the Configuration module allows an examiner to enter the following

information which will be included in generated reports.
e Examiner

e Examiner Phone

e Examiner Email

e Agency Name

e Agency Address

RECON ITR Copyright © 2010-2021 SUMURI LLC
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10.2 Setting the Agency Logo

The agency logo can be changed by clicking the Change Logo button in the Report
Header Details tab of the Configuration module and navigating to the image to be used.
Both JPEG and PNG image formats can be accepted.

10.3 Setting the Date Format

v/ 2000-Jan-01
Jan-01-2000
01-Jan-2000

The Date Format can be changed by using the Date Format dropdown list in the Report
Header Details tab of the Configuration module.

10.4 Configuration Sync

(@ @ RECON ITR - C ation.
Report Header Details Configuration Sync
Point to previous version of RECON I I @ open ]
I — Sync I

The configuration settings can be transferred from one version of RECON ITR to another.
Settings include examiner and agency information, the agency logo, search configurations
and templates. The Configuration Sync is useful when updating RECON ITR or when
standardizing multiple versions of RECON ITR.

To synchronize the configuration settings select the Configuration Sync tab in the
Configuration module. Use the Open button to navigate to a RECON ITR application that
has the settings that will be synced to the new application. Once the RECON [TR
application has been selected click the Sync button.
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11. Starting a New Case

181 New Case

To triage a Mac using RECON ITR click the New Case button found in the Welcome
Screen.

|® RECON ITR - New Case [macOS]
Select All | [l Remove Jampiate Case Information

[Prugin Search CaseNo.* |03-20-00848 |
Plugin Status. Enable CaseName |macboy |
Volatile Data
™ Active Networks Queued [ S e e e |
[ Clipooard Queued ¥) Agency  [SUMURI |
S Logged Users Queued ¥ Evidence No. |03-20-00848-001 |
— Mounted Volumes Queued 2 Location |SUMURI HQ |
* Opened Files Queued 2 | Live triage of iMac Pro using RECON ITR.
& Running Processes Queued [ Case Notes
& Screenshot Queued 2
@ System Profile Queued [V Source
= Uptime Queued 2 © Live System Mounted Media

S Versiow:. 1016 Curvent heats machey
¥ Apple Mail Extractor Queued |
% Connected iOS Devices Queued [v! y Time z“i ica/New York EST GMT-0500 |
& FaceTime Queved (4 Select Time Zone  <Selact a Time Zone>
& Finder Queued [
& Finder Sidebar Queued (] Use Spotlight
&4 iCloud Queued [ }Nolumg/RECON ITR I
B i0S Backup Queued [ ;Saile:liomﬁp;util;l;c&y ] F@ Start
& iPhoto Queued "2
© iTunes Queued 2
& Maps Queued ¢!
@ PhotoBooth Queued [v]
& Photos Queued [

Reminders Queued [

+  Voice Memos Queued 2

- REC N

Save Template | | [bdiSave.Now T macOS IMAGE TRIAGE REPORT

Www.sumuri.com

The New Case window will appear.
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Case Information

CaseNo.* |03-20-00848

Case Name |macboy

Examiner |Steve Whalen, CFCE

Evidence No. |03-20-00848-001

|
|
|
Agency |SUMURI |
|
|

Location |SUMURI HQ

Live triage of iMac Pro using RECON ITR.
Case Notes

Start by entering the Case Information. Note that the Examiner and Agency info must be
set in the Configuration Module or these fields will remain blank.

e Case No. (required field)

e Case Name

e Examiner (must be set previously in the Configuration Module)
e Agency (must be set previously in the Configuration Module)

e Evidence No.

e | ocation

e Case Notes (free form field)

11.1 Selecting the Source

Source
© Live System ~ Mounted Media

OS Version: 70.75 Current User: macboy Process Boot Camp

There are several options available when processing a source device. The default is the
Live System.
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11.1.1 Live System Triage

The Live System is the device that is currently running RECON ITR. RECON ITR will
attempt to identify the version of macOS that is installed and automatically adjust some of
the features and plugins. For example, the Keychain plugin will be removed for macOS
10.13 and higher as it is not supported.

The current version of macOS will be displayed next to OS Version (macOS version).
Additionally, the Current User short name will be displayed.

When processing a Mac Live System it is important to note that RECON ITR will be limited
to the permissions of the current running user. For example, RECON ITR cannot process
other user’s data on the system as each user on a Mac is segregated from each other. To
process all users with RECON ITR the Mac must be placed in Target Disk Mode or imaged
using RECON IMAGER and processed with RECON LAB.

To process the current running system and its user artifacts select Live System.

11.1.2 Process Boot Camp

If RECON ITR detects that Windows is installed in a Boot Camp partition the examiner will
have the option to process the Boot Camp artifacts as well.

To include the processing of Windows installed via Boot Camp check Process Boot
Camp in the Source options.

11.1.3 Process Mounted Devices

RECON ITR can process Intel Macs connected via Target Disk Mode. Apple Silicon Macs
can not be placed in Target Disk Mode, as it was replaced with a Sharing Mode.
Instructions for connecting a Mac in Target Disk Mode can be found in the Tutorials
section at the end of this manual.
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Make sure that instructions have been followed to properly connect and mount the Mac
volumes to process.

Source
Live System © Mounted Media

/Volumes/Macintosh HD 1 ”

Select the Mounted Media button to activate the dropdown box and select the volume to
be processed.

| & @ User Account Selection
All Users © custom Selection
macboy ‘

After selecting the volume with user data the User Account Selection window will
appear.

Selecting All Users will process all of the user artifacts on the volume. Selecting Custom
Selection will allow the examiner to select user accounts to process.
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Plugin Status Enable

Volatile Data

Not Applicable ]
Not Applicable
Not Applicable
Not Applicable
Not Applicable
e Not Applicable
Not Applicable
wa Not Applicable

OOO0OOoOoomOo

Not Applicable

Be aware that Volatile Data collection is not possible when processing Mounted Media so
these plugins will automatically be disabled.

11.2 Selecting the Time Zone

System Time Zone | America/New_York EST GMT-0500 |

Select Time Zone  <Select a Time Zone>

When possible, RECON ITR will detect the currently set System Time Zone which will be
displayed.

To select a different time zone use the dropdown box next to Select Time Zone. The
selected time zone will override the System Time Zone, if different, from what was
detected.

11.3 Using Spotlight for Searching

All Macs since macOS 10.4 have a Spotlight index. This is a special index of Apple
Extended Metadata that is used to locate files. RECON ITR provides the option of using
the Spotlight index to speed up its processing.

Use Spotlight

To use Spotlight indices check the box next to Use Spotlight.
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11.4 Selecting the Output Directory

The RECON ITR external drive can be used for the Output Directory. A new directory (or
Case Folder) will be created for each case to keep data segregated.

|/Nolumes/RECON ITR |

|

I Select Output Directory (») Start

To select an output directory click the Select Output Directory button and navigate to
the volume or location where the Case Folder is to be stored.

It is recommended to use an Apple native formatted volume (macOS Extended or APFS)
for storing the case data.

11.5 Selecting Plugins

RECON ITR includes hundreds of plugins that parse thousands of artifacts automatically
from macOS, Window OS (Boot Camp) and iOS. The plugins are divided into various
categories and will become active or inactive based on the Source selection or the
macOS version that is detected.
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Plugin Status Enable

Apple Apps

# Apple Mail Extractor Queued
% Connected iOS Devices Queued [
L' FaceTime Queued [¥]
& Finder Queued [
& Finder Sidebar Queued [
¥ iCloud Queued [«
B8 i0s Backup Queued (]
& iPhoto Queued [¥]
© iTunes Queued [v]
& Maps Queued [v|
@ Photo Booth Queued [+
% Photos Queued [
_ Reminders Queued [+
+ \Voice Memos Queued (¥
B Biuetooth Logs Queued [v]
B HFS+ Devices Logs Queued [
B iCloud Logs Queued
B Network Logs Queued (¥
B USBLogs Queued [+
B User Logs Queued [
B Wake Reason Logs Queued [
|_e Printer And Scanner Queued [+

To begin parsing artifacts automatically, simply place a check next to the Plugin of interest
in the Enable column.

_
mail @ I
Plugin Status Enable

#  Apple Mail Extractor Queued )

1 Mail Queued |

To filter the plugins quickly enter the plugin name in the Plugin Search box.

11.5.1 Plugin Templates

A template for plugins can be created by selecting any number of plugins.

Save Template |Volatile Data ki Save Now

Once the plugins have been chosen for the template click the Save Template checkbox
and provide a unique name. Click the Save Now button to save the template.
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V/ <Select a template >
Select All
Deselect All

Volatile Data

Once saved, the template will be available in the <Select a template> dropdown list
above the Plugin Search box.

Select All and Deselect All templates are already included within the list.
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11.6 Start the Processing

Use Spotlight
| Volumes/RECON ITR |

| m Select Output Directory | (®) start ||

Once the New Case settings and options have been set click the Start button to begin the
automated parsing and analysis of artifacts.

12. Results Viewer Interface

Once RECON ITR has completed processing, any parsed data will be loaded into the
RECON ITR Results Viewer. The Results Viewer can be used to refine the data using
search and filters.

12.1 Case Info

| o RECON ITR - Result Viewer
@ Active Networks. g Global Search Euow Timeline D Global Reports
~
Case Details
Case No. 03-20-00848
Case Name Person of Interest
D Evidence No. 03-20-00848-001
- Location SUMURIHQ
B ebour —I | Extraction Start Time 2020-Feb-08 12:52:19
& Logged Users Extraction End Time 2020-Feb-08 13:02:12
. Mounted Velumes Case Notes Live Triage of iMac Pro.
. Opened Files Spotiight Used Noe
bt o M Rentpan NoRAmeSIREGON ITRREGON.2020-Fab-08T12-80-45/
-Fel 4
& Screenshot SUMURI &
™ System Profile 03-20-00848
e Uptime 2020-Feb-0812:52:19 Sxaanner Domels
e ¥ Examiner Steve Whalen, CFCE
Examines Phone +1302-570-0016
% Connected ©0S Devicas Examiner Email swhalen@sumurl.com
L FaceTime Agency Name SUMURI
& Finder Agency Address PO, Box 262 Camden, Delaware 19934 USA
& Finder Sidebar
" iCloud Source Details
B (0s Backup Source Type Live System
B Prote Source Path |
- User(s) macboy
© iTunes Product Type iMacPro1,1
Os Version 10153
Country Not Found
City Not Found
Latitude Not Feund
Longitude Not Found
System Time Zone America/New_York EST GMT-0500

Information about the processed data can be found by selecting the Case Info button in
the Results Viewer. The information can include Case Details, Examiner Details and
Source Details.
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The information included in the Case Info output is included in most reports generated by
RECON ITR.

12.2 Detailed Information Pane

Detailed Information [Detach| | Full |

Plugin: Document Files
Category: Files

System Time Zone: America/New_York EST
GMT-0500

User Selected Time Zone: America/New_York
EST GMT-0500

Record No.: 00059
System Account: macboy

File Name: Phone List.pages

File Path: /Users/macboy/Library/Mobile
Documents/com~apple~Pages/Documents/
Phone List.pages

File Size: 426.39 KB (436624 bytes)

Date Added: 2020-Feb-08 12:57:42

Content Type: public.plain-text
FS Name: doc_file_machoy0.txt

Content Creation Date: 2020-Feb-08 12:57:42
Content Modification Date: 2020-Feb-08
12:57:42

FS Content Changed Date: 2020-Feb-08
12:57:42

FS Creation Date: 2020-Feb-08 12:57:42

Tag:
0S Scheme: macOS

Examiner Notes: Important list of phone
numbers and contacts.

The Detailed Information Pane can be found on the right-side of the Results Viewer
window.

The Detailed Information Pane is used to show additional information about any record
selected in the Results Viewer window. The information will change based on the type of
record that is selected.

The details of notes entered by an examiner can also be found in the Detailed Information
Pane.

RECON ITR Copyright © 2010-2021 SUMURI LLC 32 of 101



Detailed Information [Detachl | Full II

There are two options for detaching the Detailed Information Pane using the buttons at the
top.

e Detach Button - Detaches the Detailed Information Pane. Information changes when
new records are selected.

e Full Button - Detaches the Detailed Information Pane with the current record
information only.

12.3 Preview Pane

The Preview Pane is a multimedia viewer and supports the preview of most audio, video
and images. The Preview Pane will show content when a supported file is selected.

Preview | Detach [ Full

There are two options for detaching the Preview Pane using the buttons at the top.

e Detach Button - Detaches the Preview Pane. Information changes when new records
are selected.

¢ Full Button - Detaches the Preview Pane with the current record information only.
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12.4 Plugins Sidebar

The Plugins Sidebar is found on the left-side of the Results Viewer window. Plugins with
black text contain artifacts found during parsing. Plugins with red text indicate that no
artifacts were found.

Selecting a plugin will show the artifacts as records in the Results Window for further
analysis.

| | Plugin Search ’.I

Volatile Data

™ Active Networks
[] Clipboard

%+ Logged Users

__ Mounted Volumes
_ Opened Files
Running Processes
& Screenshot

& System Profile

= Uptime

Apple Apps

% Connected iOS Devices
L" FaceTime

. Finder

. Finder Sidebar

&% iCloud

& i0s Backup

The Plugins Sidebar also has a Plugin Search box to filter and assist in finding plugins
quickly.

RECON ITR Copyright © 2010-2021 SUMURI LLC 34 of 101



13. Results Window

AtconI™
|| [Fayincrd Sewrcht | S | sewen | | G Shoma Boror W @ sosmars [ [ Clewsn|
— Hookmarks  Dowskwds  Locel Storage  Mecost fems  Last Season  Browsed Seasion  Topsitsn  Coskdes  ReadingLst  Opsned Tebs  Estersions  Push Netific ¢ (Deiach] (B
e e ot vand Date Wt Couet =y o Plugh: Sl
o 07T Tirew Stare Tewts - Googe Sheats 20011729 00908 00060 https iancs Googhe comiacreadimetn. o5 | Category: rstory
™ COTIB Tire Sean Tests - Goog Sheets 20901128 0908 00080 it {coes Gotgia comisirmit A macos
) 0079 WFSC 201 - Googhe Sides 20911128 %0810 00007 hitps:idocs google comiprassmationsd . e i e A D
™ 00730 MFSC 201 - Google Sikdee 2019/11/28 Xi08:10 00007 httgs: {0005 Googhe compresamaation/d!. mICOE :mmmmﬁwm_m
o 0731 WFSC 201 - Googh Sides 201911729 %0923 0000 hitps:jgocs googhs comipresamations o8
&) cor2 200911128 101508 00001 itpawwe wakmart comicheckauts! macos | Mwosed Ne.: 00739
g 0733 Chaose deiteery or pRKUD 209011728 91641 00001 httpes fwww wakmart comicreckouys/fufiiment mecos A paun
e 0734 Cheosa dulivery address 2091720 %1618 00001 macos. d Text Chat for
5 00735 Chease payment metiod 200901120 41527 00001 it e ekt comihackauy/paynent micos | Garmers
e COTIE adem peur ovder 200901120 01545 00001 L s | Lant Visited Dot 2018-Noe-29 0:1631
0 o 2011720 %16:%8 00002 it own i mart ot chmuythark o wieon: - e Lo
e corsa 2009011729 %1818 00002 it bt comichackoulthark ot . 08
m O3 iecurd Tl G 20129 Y63 it b camy Domain Expansion:
0 C0M0  Discord 20011728 3016:30 00007 [T ————— P L ey
™ con Text Chat for . 20001 00002 hitps \scordane comi mOs. URL: htips /i soorcape oom!
N2 comz  Dwcord 2091728 302834 0000z hitps Hiscordeoe comtogn el |
w0 coma 209128 123 oo hitpwwwore comy ™05 | Fediroot URL:
@ PhetoBosth e COTAA NN intomationsl - Bresking News, US . 2019/11/26 11:23:14 00001 hitps:tiedton.cn comy macos i ey
® Pty a comas 20128 12838 00007 e b o ok il e oursesn
Remindees e COME  Homa - BEC News 200120 152638 00008 it fwww Ebe. o, ukfims macos
o Yokon Mamos LY COMT o - BEC News 20001120 162440 00008 it e tb.comirans ot ) S S
e comas 200120 753707 00020 g figmal comy meos | o
B Bl Logs o oMo cmat 20091720 153107 00001 itz {we Falttcare govimartutiace 5ans oo | [OBAchaN: tucO3
B S Dy Legy o COTE0 mben - alesnwhamBgmaitecm - Gral X919 13108 00003 it fwwoe anc sty coendraicrigiond. 08 | praviw =
B Chod Logs m coms 20WM7A9 IR 00002 it incs Googh. com e camiTormu).. oS
W Netweek Logs. 2 COMZ  SUMURILLE Mui 20mM1720 1ENNE 00003 it www wakmart.com/ mecs
B UssLegs = COMI  mbox () - swewerGsumaricom - . 20SNIN28 YEALTY 00003 it ancestry comiwi macos
W Usectoge £ O [UCIS] MacOS Canaira - . 209(11/28 1231:20 00007 it mall googre com MW b, S
W Veatn Reison Logs 708 00765 Nbow (3} - swdaredsumur com - 200011/28 1£31:43 00007 it \www ancestry com wix ™S o Prevew Avwiatle
Bl €076 Savmon Black Friday cobectons now - . 2019/11728 1632117 00001 it mait googre commat/uwd/Encos/. macos
¥ Fristar And Scanner ™~ comst 2001126 153229 00001 0B
~ e ™ COTSE  Dculus RIS VA Headset for VR Ready.. 2091120 13229 0000Y Ml cCshs ComTt 4. macos
R za 058 00003 D05

After the data has been processed selecting any plugin from the Plugin Sidebar will show
records in the Results Window.

Records will have different tabs, columns and values based on the types of artifacts that
were processed.

Selecting a different Tab will load new records. Keep in mind that not all tabs will be
populated with Records.

History =~ Bookmarks Local Storage  Recentltems  LastSession  Browsed Session  Topsites Cooll( )I

If the screen is small the navigation buttons (to the right of the tabs) can be used to
show additional tabs.
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13.1 Keyword Search

|Google Search Q| [ = Time Line ] I ), Search II [ & Show All

Records can be filtered using the Results Window Search box. To filter the records in the
Results Window type in a keyword into the Search Box and click the Search button.

Google Search 0| [EEimeune | [ S search | [ C showal | [ Export  HTML Bookmarks "] Report

Bookmarks  Downloads  Local Storage  Recentltems  Last Session  Browsed Session  Topsites € » Detailed Information Detach
Record No. Title Last Visited Date Vislt Coun  Plugin: Safari

1 00001 pluto tv menu - Google Search 2019/12/01 20:42:23 00002 Category: History

2 00002 pluto tv menu - Google Search 2019/12/01 20:42:24 00002 System Time Zone: America/New_York EST

3 00118 brave browser download - Google Search  2019/12/06 15:58:22 00002 GMT-0500 )

4 00119 brave browser download - Google Search  2019/12/06 15:58:23 00002 g;:';r:_"&;:ﬁm Zane: Ametica/tien. York

5 00212 Elgato Cam Link 4K - Google Search 2019/11/26 04:16:06 00002

i .16 Record No.: 00227

6 00213 Elgato Cam Link 4K - Google Search 2019/11/26 04:16:06 00002 System Account: macboy

7 00226 using elgato solutions for developing ... 2019/11/26 04:21:03 00002

8 [ 00227 using elgato solutions for developing ..  2019/11/26 04:21:03 00002 Title: using eigato solutions for developing

online training - Google Search
g 00228 best setup for online training computer ... 2019/11/26 04:21:31 00002

The records that match the typed keyword will be filtered and displayed. Additionally, the
search term that was used will be highlighted in the Detailed Information Pane.

The filter using the search term will also be applied globally to all tabs within the active
plugin.

\Google Search Q| | E=ETimeline | [ % search | || & Show All |||

To remove the filter click the Show All button.

retro,california,westy (3] E Time Line ‘@; Search

To search by more than one keyword at the same time separate the keywords with a
comma and no space.
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13.2 Filter by Date Range with Time Line

Records in the Results Window can also be filtered to a specific date range using the Time
Line filter. The Time Line filter will only be found with Plugins that have supported time
stamps.

e e RECON - Timeline
Start Time 2020/02/07 00:00
End Time | 2020/02/08 23:59 B:

o Set

To filter to a specific date range check the box next to the Time Line button to activate.
Click the Time Line button to set the Start Time and the End Time for the date range.
Click the Set button to filter by the date range entered.

To remove the Time Line filter click the Show All button.

13.3 Bookmarking a Record

Bookmarking a record can help to identify items of interest. Reports can also be
generated using bookmarks as a filter.

10493 Search Thingiverse - Thingiverse 2020/01/26 14:49:'1
09756 Thingiverse - Digital Designs for Physical Objects 2020/01/20 17:58:48

To bookmark any record click the checkbox to the left of the record or use the Spacebar
on the keyboard when a record is highlighted.
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———A04Q2 ____ Saarch Thingjyerse - Thingiverse 2020/01/26 14:49:08

, Bookmark Al jiverse - Thingiverse 2020/01/26 14:49:11
Remove All Bookmarks . . . .
Add Note - Digital Designs for Physical Objects 2020/01/20 17:58:48
Add Note to Bookmarks - Digital Designs for Physical Objects 2020/01/20 17:58:58
Export - Digital Designs for Physical Objects 2020/01/26 14:46:29
ort A - Digital Designs for Physical Objects 2020/02/08 10:08:33

All records in the current Results Window can be bookmarked by right-clicking on a record
and selecting Bookmark All. Likewise, all bookmarked records in the current Results
Window can be removed by right-clicking and selecting Remove All Bookmarks.

13.4 Adding Notes to a Record

Barch Thnoarse S Thina 2020/01/26 14:49:11

09756 Bookmar k"A" o Or Physical Objects 2020/01/20 17:58:48
09758 BooKmarks ol Physical Objects 2020/01/20 17:58:58
10487 Add Note to Bookmarks [oF Physical Objects 2020/01/26 14:46:29

i 13091 |  Export or Physical Objects 2020/02/08 10:08:33

Examiner notes can be added to any record by right-clicking on a record and selecting
Add Note. A note can also be added to all files bookmarked within the current Results
Window by selecting Add Note to Bookmarks.

® & Note
This is a website that macboy visits quite
frequently!
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When the option to add a note is selected a window will appear to allow the note to be
entered. To save the note with the record click the Save button.

visits quite frequently!

Examiner Notes: This is a website that macboy

Notes that are entered with records can be found in the record’s Detailed Information pane
and will be included in reports generated by the examiner.

13.5 Quick Look

Preview files content using the macOS native Quick Look functionality by clicking on the
Quick Look button, using the hotkey Option + Space Bar, or right-click and select

Quick Look.

Apple <noreply@email.apple.com>
Your Apple D was wsed to sign In to ICIoud on a MacBoak Alr 137

15 emix OpenwithMail | b

! amsam

E Glabat Timakine

13.6 Viewing Apple Extended Metadata

RECON ITR

Copyright © 2010-2021 SUMURI LLC

P — —
Tox raaitwisbedomgrail cor g/ | A soarch | | O showal | | Quicklook | | [eeget HTML B | sockmas B [ ) Raport
L , Onstes wiormaton (D] i)
‘ Al Nome Suff Filo Exist Fin Patn fil £ Plugin: Document Files
amix emix YES Wsers{phin/Desstop/Things/..  000C Category: Fies
enlx YES MUsers/johnDesktop/Things..  000C s m Tima Zone: Amark:afNew York EDT
Dear Hue Bean, JUsers/john/Oasktop) Things/... GMT-0400
e $ MUssrefphn/Oestop Things.. 0000 :o‘r'momz"‘" Amoricaew York
Your Apple ID (realhuebean@gmail.com) was used 1o sign in to iCloud on emix YES WUsers/phn/Dosctap Thingsl..,  GODC =0!
hiacRaok Alr 13 pliy ves Users/jphn/Desictop/Things/...  000C Mr"::mm
System Account: jchn
Date and Time: July 20, 2020, B:14 AM PDT I lx YES JUsers/phn/Desktop/Things/..  000C
amlx YES JUsers/john/Desktop/Things/... 000C  FileName: 15.emix
If the information above looks familiar, you can ignore this message ] eenlx YES Wsers/hn/Degklop/Thingsl...  000C :::‘"W@""’"“WJ'W”“J
w M J
If you have not recently signed in to a MacBook Air 13" with your Apple ID and believ i R AstiaihnOnckivpithiney. 0009 - b -
0 ently signed & a i with your e elieve ;
someaone may have accessed your account, go to Apple ID (hrtps:/ fappleid.apple.com) I emix Yes MUsersijohryOesitop/Things/..  A00C
and change your password as soon as possible. enlx YES JUseryjphnyDesctopThings/..  000C
| emix  YES  [Usersijonn/Desctop/Thingsl. Q0L
Apple Support emlx YES MUsers/iphn/Desctop/Things/...  000C o Proview Avallibls
| enlx  VES Mseis/phyDesktop/Thigs/.. 0000
amix ves JUsers/phn/Oesktop(Things/..  000C
Aeple € | emix  YES WsersfiohnDestop/Thirge/..  000C
A amix YES zers/pAnVDsktop/ Things/...  GODG

[:I Global Reparts
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If a file is accessible to RECON ITR its Extended Metadata can be

keyboard combination Command + M.

Plugin: Audio-Video

Category: Video
Record No.: 00003
File Path: /Users/macboy/Movies/RECON IMAGER - Imaging Options.mdv

1 20O

oo

=10

1 [

C

ORC O

¥

f

ocioo

KR

Attribute
kMDIitemContentTypeTree
kMDltemContentType
kMDItemPhysicalSize
_kMDItemDisplayNameWithExtensions
kMDItemKind
kMDItemDateAdded_Ranking
kMDItemDateAdded
kMDIitemLogicalSize
kMDItemContentModificationDate
kMDItemContentCreationDate_Ranking
kMDitemContentCreationDate
kMDIiteminterestingDate_Ranking
kMDItemDisplayName
kMDlitemTitle

kMDItemAuthors
kMDltemMediaTypes
kMDlItemAudioChannelCount
kMDItemAudioBitRate
kMDIitemTotalBitRate
kMDlitemPixelHeight
kMDItemPixelWidth
kMDItemProfileName
kMDitemUsedDates
kMDIitemLastUsedDate

Value

com.apple.mdv-video
com.apple.mdv-video

+172576768

RECON IMAGER - Imaging Options.mdy
Apple MPEG-4 movie

2019-12-06 00:00:00 +0000
2019-12-06 23:20:55 +0000
+172576541

2019-12-06 23:20:55 +0000
2019-12-06 00:00:00 +0000
2019-12-06 23:20:55 +0000
2019-12-06 00:00:00 +0000

RECON IMAGER - Imaging Options.mdv

RECON IMAGER

Video

+2

+196

+2652

+1080

+1920

HD (1-1-1)

2019-12-06 05:00:00 +0000
2019-12-06 23:21:13 +0000

viewed by using the

Extended Metadata can be bookmarked by selecting the checkbox next to the attribute of

interest.

RECON ITR

Copyright © 2010-2021 SUMURI LLC
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13.6 Exporting Files

Files that are accessible to RECON ITR can be exported (source has to be present).

Record No. Image Name Suffix File Exist
00001 Screen Shot 2020-02-08 at ... png YES
00002 Screen Shot 2020-02-08 at ... png YES

[ 00003 Preview.jpg T g =

. il Aol Sh R:rc;or:: rAII Bookmarks S
00005 Screen Shot Add Note YES
00006 Screen Shot  Add Note to Bookmarks ‘ YES
00007 Screen Sho! YES
00008 Screen Shotl_Export All Bookmarks " YES

To export a file, right-click on the record of the file and select Export. It is also possible to
export all of the current bookmarked files in the current Results Window by selecting
Export All Bookmarks.

Vv || RECON_2020-Feb-08T12-50-45
v |7 Plugin_Export

B Preview.jpg
catalina_imac-pro_icon.icns
@ catalina_whats_new.icns
& HighSierraBasics.icns
&3 imac-pro.icns
RECON_LAB.icns

All exported files can be found in the Case Folder under Plugin_Export.

13.7 Plugin Reports
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[ Export  HTML Bookmarks [*] Report

Reports can be created within any Plugin. Report options can be found in the upper right
corner of the Results Window.
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e E—*Export HTML Bookmarks Report

To export files at the same time the report is generated click the checkbox next to Export.

| [5» ExporfNATIIR 9 Bookmarks [”] Report
| PDF -
ons  Push| csv | Information | Detach| [ Full |
AML Safari
nl, KML ry: History

RECON ITR has the ability to create reports in five formats using the first dropdown list.
Not all reporting formats will be available in all plugins. The five formats are:

e HTML - A report that can be opened in a standard web browser.
e PDF - A Portable Document Format report.
e CSV - A report saved as a Comma Separated Value spreadsheet.

e XML - A report saved in the Extensible Markup Language format for importing into
other tools.

e KML - A report saved in the Keyhole Markup Language format for records containing
geotags or location coordinates.

[3 Export HTML k3 ./ Bookmarks < Report

Full Plugin | '
| Screen ltems|etach| | Full |

sions  PushN< > petailed In
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Three options exist for including records in the Plugin Report. These can be selected using

the second dropdown list. The three options are:

e Bookmarks - Includes only the bookmarked records within the currently selected plugin

e Full Plugin - Includes all records in the currently selected plugin

e Screen Items - Includes all records currently showing in the Results Window

To generate the Plugin Report after all the options have been selected click Report.

Contents

History
Last Session D
=i} SUMURI

Cloud Synced Webpages

Case Details

RECON ITR Version
Report Scope

Case No.

Case Name
Evidence No.
Location

Extraction Start Time

10.0

Bookmarks

03-20-00848

Person of Interest

03-20-00848-001

SUMURI HQ

2020-Feb-08 12:52:13

Extraction End Time

2020-Feb-08 13:02:12

Case Notes
Examiner
Examiner Phone
Examiner Emall
Agency Name

Agency Address

User Selected Time Zone

Live Triage of iMac Pro,

Steve Whalen, CFCE

+1 302-570-0015

swhalen@sumurl.com

SUMURI

P.O. Box 252
Camden, Delaware 19934
UsA

America/New_York EST CMT-0500

A message will appear stating that the
YES.

report was generated. To open the
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¥ || RECON_2020-Feb-08T12-50-45
¥ | Plugin_Reports
v | | Safari_Bookmarks_2020-Feb-09T22-36-46
» [ resources
@ Safari_Bookmarks_2020-Feb-09T22-36-46.html

Plugin Reports can be found in the Case Folder under Plugin_Reports.
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14. Global Search

RECON ITR can quickly find information across all Plugins within seconds using the Global
Search module.

Global Search

14.1 Using Keywords in Global Search

To start a search of all plugins click the Global Search icon found at the top of Results
Viewer.

TALINO [ €3 Clear

", Search ]I

Enter a keyword for the search and click the search button. By default, the Global Search
will return results across all plugins. To reset and start a new search click the Clear
button.

; Images g Global Search Eﬁlobd Timeline [j Global Reports
© Al Plugins PluginList [ &= Seisct | [TALINO O] [ Aseach | [ @ciear | i Al ! Al

Timestamp Record No. Category ftem 1 Item 2

00109 jles

TALINO Backpage pdf

00019 gundie Contents

TALINO Backpage.paf 249.72 KB

2019-Dec-03 14:50:54 00080 pessages SUMURI Launches the Sumuri Gives Bac... bhello@sumuri.com
2018-Jan-23 20:30:43 00384 pessages talino.com
2016-Nov-18 09:40:57 00388 possages TALINO - Our Black Friday - Cyber Mond... swhalen@surmuri.com
2018-Jan-23 20:37:02 00469 pessages talino.com
2019-Dec-16 20:59:16 01233 pessages

contact@sedo.com

steve.whalen®mac.com

Alert - Sumuri Talino Call steve whalen@mac.com

2018-Mar-02 09:54:08 01390 pessages TALINO Rockstar steve whalen@mac.com
2019-Dec-19 11:38:09 02827 Messages Nest November Home Report for SUMURI  account@nest.com
2018-Mar-02 09:54:08 00235 | Attachments IMG_0763.jpg TALINO Rockstar
2018-Mar-02 09:54:08 00236 A Attachments IMG_0766.jpg TALINO Rockstar
2018-Mar-02 09:54:08 00237 ) Attachments MG_0767.jpg TALINO Rockstar

00002 Signature Signature #2

00003 signature SUMURI-Steve

00004 signature SUMURI-Sales

Messages

2019-Dec-09 18:40:21 00070 pg Messages They might have a TALINO or two laying ..  +13026409374
2019-Dec-09 18:42:20 0001 pp Messages His TALINO's are shipping either today or... 413025408374
2019-Dec-09 18:43:14 00016 pB Messages You get a TALINO and you get a TALINO ... +13025409374
2019-Dec-10 19:10:23 00035 pp Messages
2019-Dec-11 21:26:53 00083 pg Messages

Can you price out the same specs for a T.., steve.whalen@mac.com
Don't forget $1million dollar TALINO mon... +13025409374

2019-Dec-05 19:28:57

00056 History

TALINO.COM - Introduction - steve.whal... https:{imail.google. ilfu/O/&i

g JqvHPALEFQjt
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Within seconds the Results Window will populate with search hits from across all plugins.

TALINO,awesome,fast €3 “\, Search

To search for multiple keywords at the same time enter the keywords separated with a
comma and no space.

14.2 Bookmarking in Global Search

Bookmarking a record can help to identify items of interest. Reports can also be
generated using bookmarks as a filter.

Timestamp Record No. Category

2019-Sep-19 18:32:39
2019-Sep-19 18:17:59
2019-Sep-19 18:17:27
2019-Aug-30 17:16:20
2019-Aug-27 17:01:21

Messages North Westy
North Westy
North Westy northwesty@®icloud.com

00008 pessages North Westy info@north-westy.com

northwesty@icloud.com

Messages northwesty®@icloud.com

Messages

00009 \essages Payment Code for deliver info@north-westy.com

To bookmark any record click the checkbox next to the record when a record is
highlighted.

Al Al

i)

All records in the current Results Window can be bookmarked by clicking the Gold Star
button in the top right corner of the Global Search window. Likewise, all bookmarked
records in the current Results Window can be removed by clicking the Grey Star button.
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14.3 Viewing Detailed Information in Global Search

| ® ® RECON ITR - Global Detailed Information & Preview

Plugin: Images
Category: Image List

Ia S— Time Zone: ica/New York EST
e GMT-0500
P H .I_ ‘L,I,P,p I,N ES User Selected Time Zone: America/New_York
1 EST GMT-0500

Record No.: 00022
System Account: macboy

Image Name: 81QqqMzL1IL._AC_SL1500_.jpg
Image Path: (Users/macboy/Pictures/
81QqqMzL1IL._AC_SL1500_jpg

Image Size: 183.39 KB (187788 bytes)

Image Type: JPEG image

Date Added: 2020-Feb-08 09:58:41

L4
= Priuieping A Lings Bit Per Sample: 32
A = Orientation: 1
Pixel Count: 1671000
= Pixel Height: 1500
Pixel Width: 1114

To display additional information about a result in the Global Results window, double-
click on the record to activate the Global Detailed Information & Preview window.

14.4 Selecting Plugins in Global Search

In the upper left corner of the Global Search window there are Plugin options.

© Al Plugins Plugin List i= Select

By default, the All Plugins options will be checked. The All Plugins option will search
through all of the plugins where artifacts exist.

All Plugins @ Plugin List = Select

To limit the Global Search to specific plugins, select the Plugin List button.
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Select All

|F|ugm Search

Plugin Enable
™ Active Networks
8 Adium

& &

= Airport WirelessNetwork

s

A aMule

&J Apple Dock

8 Apple Installed Applications
B Audio-Video

# Bash History

@ BitTorrent

@ Biack Hole

) Bluetooth

T P T L

W o N OO ;AW N -

2
JRRAREREER

2 | =
1=

A window will appear, allowing the selection of one or more plugins. Select the plugins to
include in the Global Search and click Save. A Plugin Search box is available to quickly
filter and find plugins to select. Only the plugins enabled will show results.

15. Global Timeline

All parsed artifacts with time stamps can be loaded within the Global Timeline Module to
allow chronological analysis. Chronological, or historical, analysis enables the examiner to
view data minute by minute or even second by second in order. The ability to place the
artifacts in order by time can lead to a greater understanding of the case and can even
change the outcome of an investigation.

15.1 Setting the Date Range in Global Timeline

By default, all records with time stamps and all plugins are used in the Global Timeline
Module if no other options are selected.

From  10/1/2019 To  2/10/2020 U Set

RECON ITR Copyright © 2010-2021 SUMURI LLC 49 of 101



To set the Date Range for the Global Timeline, change the values in the From and To
calendars and click the Set button.

‘ @ & RECON ITR

)
=1 : o
Please wait while generating Timeline...

A message will display advising that the Timeline is being generated.

(&) Load Prev.Resuit | @ AlPlugins  PluginList | = Select From 10112019 | To  2/10/2020 o set
[Keyword Search | [ “\search | [ G showal | HTML Bookmark [_[]Report |
Timestamp Type Record No. Plugin Category Item1 Item2
15 2019/10/0111:11:03  CREAT 01191 calendar Calendar Flight to Detroit (AA 4921)
16 2019/10/01 11:11:03 CREAT 01233 Calendar Calendar Flight to Philadelphia (AA 4774)
7 2019/10/0111:11:03  ECRET 01260 calendar DB Events Flight to Detroit (AA 4921) Title: Philadelphia PHL;Radius: 0;UUID: ...
18 2019/10/01 11:11:03 ECRET 01302 Calendar DB Events Flight to Philadelphia (AA 4774)  Title: Detroit DTW;Radius: O;UUID: ...
19 2019/10/0113:48:30 ECRET 01108 calendar ICS Events Interview: Talino Builder
20 2019/10/01 15:11:03 ECRET 01211 calendar ICS Events Flight to Detroit (AA 4921) Philadelphia PHL
21 2019/10/0115:11:03  ECRET 01452 Calendar ICS Events Flight to Philadelphia (AA 4774) Detroit DTW

Once completed the results will be displayed in the Results Window.

15.2 Using Keywords in Global Timeline

Global Timeline results can be filtered using keywords.

I]westy (%] *5'3! Search (& Show All

Enter a keyword in the Search field and then click the Search button. To reset and start a
new search click the Show All button.
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(S loadPrev.Result | @ AlIPlugins  Pluginlist | -~ Seleal
[westy Q| | “isearch | | C showal |
Timestamp Type Record No. Plugin Category

7 2019/11/27 16:117:69  MSENT 00094 pail Messages
8 2019/11/27 15:21:44  MRECV 00094 Mail Messages
9 2019/12/07 08:31:33  MSENT 02686 Mail Messages
10 2019/12/07 08:31:36  MRECV 02686 Mmail Messages
n 2019/12/13 15:05:41 MSENT 02662 Mail Messages
12 2019/12/1315:09:07  MRECV 02662 Mail Messages
13 2019/12/16 20:59:10  ECRAT 00003 Mail Messages

From  10/1/2019 To 201002020 K@ [ Oset
HTML Bookmark ('] Report
Item1 Item2
Here's a big bonus DISCOUN... trevor@rmwesty.com
Here's a big bonus DISCOUN... trevor@rmwesty.com
Your 10% Off Discount at ... websales@gowesty.com
Your 10% Off Discount at ... websales@gowesty.com

Tick tock! Holiday sales and ...
Tick tock! Holiday sales and ..,
North Westy

trevor@rmwesty.com
trevor@rmwesty.com
northwesty@icloud.com

Within seconds the Results Window will populate with search hits from across all plugins.

%‘; Search

o

TALINO,awesome,fast

To search for multiple keywords at the same time enter the keywords separated with a
comma and no space.

15.3 Bookmarking in Global Timeline

Bookmarking a record can help to identify items of interest.
generated using bookmarks as a filter.

Reports can also be

2019/12/16 20:59:10  ECRAT 00008  Mail Messages North Westy info@north-westy.com
2019/12/16 20:59:10  ECRAT 00009 Mail Messages Payment Code for deliver info@north-westy.com
2019/12/16 20:59:10  ECRAT 00010 pMail Messages Payment Code for deliver info@north-westy.com
2019/12/16 20:59:10  ECRAT 00011 Mail Messages Payment Code for deliver info@north-westy.com
2019/12/16 20:59:10  ECRAT 00012 Mail Messages Payment Code for deliver info@north-westy.com
2019/12/16 20:59:10  ECRAT 00013 Mail Messages Shipping today - 1982 Westy  info@north-westy.com

To bookmark any record click the checkbox next to the record when a record is

highlighted.

-‘ P2662  Mail

Bookmark All
19/1 )0003 Mai
2011268 Remove All Bookmarks Al

2019/12/16 2uuTio

conM

JO004 Mail

All records in the current Results Window can be bookmarked by right-clicking on any
record in the Results Window and selecting Bookmark All. Likewise, all bookmarked
records in the current Results Window can be removed by right-clicking on any record and
selecting Remove All Bookmarks.
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15.4 Viewing Detailed Information in Global Timeline

| ® ® RECON ITR - Global Detailed Information & Preview

Plugin: Images
Category: Image List

g S— Time Zone: ica/New York EST
THE GMT-0500
P H .I_ ‘L,I,P,p I,N ES User Selected Time Zone: America/New_York
1 EST GMT-0500

Record No.: 00022
System Account: macboy

Image Name: 81QqqMzL1IL._AC_SL1500_.jpg
Image Path: (Users/macboy/Pictures/
81QqqMzL1IL._AC_SL1500_jpg

Image Size: 183.39 KB (187788 bytes)

Image Type: JPEG image
Date Added: 2020-Feb-08 09:58:41

Priwieping Ak Lines Bit Per Sample: 32
ST Suen Orientation: 1

Pixel Count: 1671000

&2 Pixel Height: 1500

Pixel Width: 1114

e

To display additional information about a result in the Global Timeline window, double-click
on the record to activate the Global Detailed Information & Preview window.

15.5 Selecting Plugins in Global Timeline

In the upper left corner of the Global Timeline window are Plugin options.

© Al Plugins Plugin List = Select

By default, the All Plugins options will be checked. This option will search through all of
the plugins that contain recovered artifacts.

All Plugins @ Plugin List = Select

To limit the Global Timeline to specific plugins, select the Plugin List button.
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Select All

|Plu_q|n Search

Plugin Enable
™ Active Networks
8§ Adium

<

l'

BE

= Airport WirelessNetwork

A aMule

&J Apple Dock

8 Apple Installed Applications
8 Audio-Video

# Bash History

@ BitTorrent

10 @ Biack Hole

1§ Bluetooth

an NV R —r—Y

CNNENACY|

W o N OO ;AW N -
& Y

JRIE &R

A window will appear, allowing the selection of one or more plugins. Select the plugins to
include in the Global Timeline and click Save. A Plugin Search box is available to quickly
filter and find plugins to select. Only the plugins enabled will show results.

16. Global Reports

A master report containing artifacts from all the plugins can be created with the Global

Report Module.
Y
‘ | Global Reports

To start creating a Global Report click the Global Report button found at the top of the
RECON ITR Results Viewer.
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® & Report Builder
<Selection>
[Plugin Search |
‘ Plugin ‘ Export
1 ] ® Active Networks
2 [ 8 Adium O
3 [ | % Arport WirelessNetwork
4 [ XA aMule |
5 1 & Apple Dock
6 [ 1 B Applelinstalled ... |
7 1 B Audio-Video O
8 [| w®& Bash History
9 [ /@ BitTorrent O
10 O @ Black Hole
n [] @ Bluetooth O
52 [1 N Bluetooth Logs
13 [ | fL calendar |
Clear Bookmarks after report generation
Advance HTML Bookmarks

Select any plugins to be included in the report by checking the box within the Plugin
column. To export files associated with the artifacts during the report creation check the
Export button.

V/ <Selection>
Select All (Reports)
Select All (Reports & Exports)
Deselect All

The dropdown list at the top of the Report Builder provides quick options for selecting all
plugins, deselecting all plugins, and exporting files.

To filter plugins quickly use the Plugin Search box built-in to the Report Builder.
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v/ Advance HTML
Standard HTML
PDF

CsVv

XML

“Bookmarks

1ogin.gov

1366 History (FaYall

RECON ITR Global Report Module has the ability to create reports in five formats using the
first dropdown list found at the bottom of the Report Builder. The five formats are:

e Advanced HTML - A report with extra navigation options that can opened in a standard
web browser.

e HTML - A report that can be opened in a standard web browser.
e PDF - A Portable Document Format report.
e CSV - A report saved as a Comma Separated Value spreadsheet.

e XML - A report saved in the Extensible Markup Language format for importing into other
tools.

~ Clear Bookmarks after report generation

Advance HTML  $ IVAEETTTRETIER S | 7] Report
Full Plugin

Two options exist for including records in Global Report and can be selected using the
second dropdown list. The two options are:

e Bookmarks - Includes only the bookmarked records within the currently selected
plugins.

¢ Full Plugin - Includes all records in the currently selected plugins.
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To reset and clear all of the current bookmarks in RECON ITR when the Global Report is
created click the Clear Bookmarks after report generation box.

To generate the Global Report after all the options have been selected click Report. There
will be an option to select where the report will be saved.

#.Plugins List RECON ITR

Audio-Video
B images
-, Mal

@ safan

SUMURI

etails

RECON ITR Version 1.0.0

Report Scope Bookmarks

Case No. 03-20-00848

Case Name Person of Interest

Evidence No. 03-20-00848-001

Location SUMURI HQ

Extraction Start Time 2020-Feb-08 12:52:19

Extraction End Time 2020-Feb-08 13:02:12

Case Notes Live Triage of iMac Pro.

Examiner Steve Whalen, CFCE

Examiner Phone +1302-570-0015

Examiner Email swhalen@sumuri.com

Agency Name SUMURI

Agency Address 7.0, Box 252 Camden, Delaware 19934 USA
User Selected Time Zone America/New_York EST CMT-0500

Once the Global Report has been created and saved there will be an option to open the
report.

17. Loading a Case

RECON ITR can reload data previously processed with the New Case Module. Keep in
mind that the original data (source) will have to be present when reloading a case.

Lf Load Case

To load a previously processed case, click the Load Case button from the RECON TR
Welcome Screen.
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’/Volumes/RECON ITR/RECON_2020-Feb-08T12-50-45 | 2

Click the Folder icon to navigate to the RECON ITR Case Folder. Only select the root of
the Case Folder.
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17.1 Selecting the Time Zone

Once the Case Folder has been selected the System Time Zone of the processed data
will be detected and displayed in the Load Case window.

By default RECON ITR will reload the case with the Stored Time Zone from when the
case was first processed.

/Volumes/RECON ITR/RECON_2020-Feb-08T12-50-45 | (24

System Time Zone (Identified) |America/New_York EST GMT-0500 |

© use Stored Time Zone \America/New_York EST GMT-0500 |

_ Use Current Time Zone \America/New_York EST GMT-0500 |

~ Select another Time Zone <Select a Time Zone> 5
(¥ Load Result

The case can be reloaded using the Current Time Zone of the computer or the examiner
can Select another Time Zone.

Click the Load Result button to proceed to the Plugin Selection.
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17.2 Plugin Selection

When reloading a case, the examiner has the option to load individual plugins or to select
all plugins.

Select All
[F’Iugjn Search
' Plugin Enable
1 Active Networks [v]

2 8 Adium [«]

3 % Airport WirelessNetwork [+]

4 4 aMule [

5 J Apple Dock [+]

6 @ AppleInstalled Applications [+

7 B Audio-Video [+

8 M Bash History [«

9 (@ BitTorrent [+]

10 @ Black Hole [+]

| @cancel || £ 1load |

Once the plugins have been selected the case can be reloaded by clicking the Load
button.
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18. i0OS Backups

RECON ITR can automatically detect and process unencrypted iOS Backup data found on
the Mac being triaged.

| i0S Backup

To start the search for iOS Backups click the iOS Backup button in the Sidebar of the
RECOON ITR Welcome Screen.

= ® RECON ITR - iOS Backup Locator
© i0s Backup List Backup Details
Device Name Product Type Serial No Latest Backup Date (UTC) Sr.No.: 1
1 macboy's iPad iPad7,2 DLXWDIT2HP34 2020-02-08 17:17:22

Display Name: macboy's iPad

Device Name: macboy's iPad

Device ID:
3b7¢9be8f619258522943110e659¢718f702¢cdb
GUID: 013FODC11AD701A5AATIAS1A64D0SAES

Product Name: iPad Pro (12.8-inch) (2nd
generation)

Product Type: iPad7,2

Target Type: Device

OS Version: 13.3.1
Build Version: 177D50
iTune Version:

Serial No.:
Phone No.:
IME1:
ICCID:

Latest Backup Date (UTC): 2020-02-08 17:17:22
Backup Size: 2.89 GB (3102234422 bytes)

Backup Path: (Users/macboy/Library/Applicati
Support/MobileSync/Backup/
3b7¢9be8f61925852a943110e659¢718ff702¢cdb

, , |
[+ Extract Backup (¥) Run Case

) Output

The iOS Backup Locator window will open listing any backups found. Full Disk Access
permissions must be granted in order to locate iOS Backups.

Selecting an iOS Backup in the list will display the Backup Details in the right pane.

[ oupu |

To begin the extraction process of iIOS Backups, set the location of the Case Folder by
clicking the Output button.
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18.1 Extracting iOS Backups

Any iOS Backups located can be extracted. When the iOS Backups are extracted,

RECON ITR automatically recreates the directory structure. The extracted and
reconstructed iOS Backups can then be processed manually.

[ Extract Backup

To extract the iOS Backup click the Extract Backup button.

W i0S_Backup_DLXWD1T2HP34
v DLXWD1T2HP34_2020-Feb-08T12-21-56
> | AppDomain-com.spotify.client
> | AppDomainGroup-group.com.google.GoogleMobile
» | AppDomainGroup-group.com.google.meetings
» 71 AppDomainGroup-group.com.todoist.ios.extensions

Navigate to the Output directory to find the reconstructed iOS Backup directories.

18.2 Processing iOS Backups

(») Run Case

To process an iOS Backup that was located by RECON ITR select the backup from the list
and click Run Case from the Backup Locator window.
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| ® o RECON ITR « New Case [iOS]

Select All B ii Remove Template Case Information

[Plugin Search | CaseNo.* |03-20-00848

Plugin Status Enable

Case Name  macboy
Steve Whalen, CFCE

Apple Apps

Email Artifacts

s

Device Time Zone |Not Found

% Photos Queued [ R
+ Voice Memos Queued ¥ Agency |SUMURI
i No. 03-20-00848-002
B! Application Services Queued < L SUMURI HQ
A2 Call History Queued ) Triage of I0S Backup discovered by RECON ITR,
~  Device Information Queued v Case Notes

N

Messenger

Select Time Zone  US/Eastern-EST-GMT-5:00

& une Queued v
| Messages Queued v
() Nimbuzz Queued v
B Textme Queued <
@ viber Queued |
@ whatsapp Queued <
L Calendar Queued |
& Camera Queued v
@ Clock Queued )
i Contacts Queued v
" Notes Queued |

Network
= Arport WirelessNetwork Queued
£ Biuetosth Queued

L\.IL|

[T -~ ' 3 —

Save

[Tempiate Name | loobkSavese] gy sumurcom

. REC NITR

. macOS IMAGE TRIAGE REPORT

The RECON ITR New Case window will now open with plugins for iOS. Select the plugins

of interest, enter the case information, set the Time Zone and click Start.

Please follow the instructions documented previously in this manual for triage and

reporting.
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19. File Search

RECON ITR has the ability to find files using file names, file content or file signatures on any
source currently mounted using the File Search Module.

@ File Search

To begin a file search, click the File Search button found in the RECON [TR Sidebar to
open the File Search window.

19.1 File Search Databases for Search Terms

Signature Database

Keyword Database

File Name Database

There are three databases that can be configured with search queries:

e Signature Database - Used to store a file’s signature which is useful to find files that
have no extensions or when a file extension has changed.

e Keyword Database - Used to store keywords for searching inside of a file’s content
(text inside the file itself).

¢ File Name Database - Used to store keywords that are used to find files based on their
name or extension.

19.1.1 Signature Database Configuration

+] [ =] [4
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A category must be created before search terms can be added. To create a category click
the plus (+) button underneath the Category column. Likewise, to remove a category
click the minus (-) button or to edit a category click edit button (icon of the pencil).

|®° ® New Signature Category

Category |Audio Files|
-+ Add

After clicking the plus (+) button, the New Signature Category window will open. Enter a
name for the new category.

To add a new file signature select a category and click the plus (+) button underneath the
File Signature pane to open the New File Signature window.

000 New File Signature
Label ‘MP3 |
Signature |0x494433| |
Format .~ Ascll © HEX
-+ Add

In the New File Signature window enter name of the signature in the Label field and the
signature in either ASCII (text) or HEX (hexadecimal) format. To complete adding the new
file signature click Add.

19.1.2 Keyword Database Configuration

+ ] [=] [7
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A category must be created before search terms can be added. To create a category click
the plus (+) button underneath the Category column. Likewise, to remove a category
click the minus (-) button or to edit a category click edit button (icon of the pencil).

® @ New Keyword Category |

Category lSecret Formula Ingedients| |

. >

After clicking the plus (+) button the New Keyword Category window will open. Enter a
name for the new category.

To add a new keyword select a category and click the plus (+) button underneath the File
Keywords pane to open the New Keyword window.

|® @ New Keyword

File Name |Kryptopolydioxine

In the New Keyword window enter the name of the keyword in the File Name field. To
complete adding the new keyword click Add.

bt b= bfd B0

To add a list of keywords all at the same time copy the keywords to the Clipboard and use
the Paste button (clipboard icon). Make sure that there is only one keyword per line with
one carriage return before pasting.
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19.1.3 File Name Database Configuration

+] [ =] [4

A category must be created before search terms can be added. To create a category click
the plus (+) button underneath the Category column. Likewise, to remove a category
click the minus (-) button or to edit a category click edit button (icon of the pencil).

® @ New File Name Category

Category Virtual Machine Extensions

+ Add

After clicking the plus (+) button the New File Name Category window will open. Enter a
name for the new category.

To add a new keyword select a category and click the plus (+) button underneath the File
Names pane to open the New File Name window.

e @ New File Name
File Name |.pvm

In the New File Name window enter the name of the keyword in the File Name field. To
complete adding the new keyword click Add.

b+ b=d bad [

To add a list of keywords all at the same time copy the keywords to the Clipboard and use
the Paste button (clipboard icon). Make sure that there is only one keyword per line with
one carriage return before pasting.
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19.2 Starting a File Search

Signature Keywords File Names
Active Category Active Category Active Category

1 [#]  Office Documents 1[4 Secret Formula Ingedients 1 [#  Virtual Machine Extensions
2 [#|  PDFFiles

3 [¥]  Apple Disk Image Files

4 [¢¥]  ImageFiles

5 [#|  VideoFiles

6 [¥|  Financial Database Files

7 |[#|  SQLite Database Files...

8 [#]  Property List Files

g [¢|  AudioFiles

To begin a search for files, activate a category and select search terms of interest by
clicking their checkboxes.

Timeline Start Date 01/01/2000 End Date 02/11/2020

Optionally, set a Start Date, End Date, or both to filter the search by a date range in the
Timeline pane.

/Volumes/RECON ITR |

Next, select the location to save the output by clicking the folder icon.

Target Directories

/Users/macboy/Desktop =+ Add Dir |
[Users/macboy/Downloads

[Users/macboy/Documents @
[Users/macboy/Library/Mobile Documents/com~apple~CloudDocs

" € Clear |

Add the directories to search by clicking the Add Dir (+) button in the Target Directories
pane. Likewise, to remove a directory use the Remove button. To clear all the entries in
the Target Directories window click the Clear button.

v Use Spotlight

To use Spotlight for the search check the Spotlight checkbox.
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Save Template |Documents Search Save

To save the current settings for a future search activate the Save Template option, enter a
name for the template and click Save.

@ Start

To complete the search click the Start button.

19.3 Using Keywords in File Search

File Search results can be filtered using keywords.

|bitcoin Q I &= Time Line ] ﬂi Search [ 3 Show All

Enter a keyword in the Search field and then click the Search button. To reset and start a
new search click the Show All button.

bitcoin 0| | E=Timeline | [ ® Search | [ G ShowAll |

Record No. File Name Suffix File Size (KB)
1 00003 = bitcoin paper.pdf pdf 00000179 2013/04/30 15:01:03
2 00004 = Bitcoin Tax Evaders : Bitcoin.pdf pdf 00000163 2013/04/30 14:59:30
3 00005 = Bitcoin-FBI.pdf pdf 00001870 2013/04/30 15:01:25
4 00007 = IntroductiontoBitcoinMiningDavidRSterry.pdf  pdf 00000097 2013/04/30 15:02:20
5 00037 = Bitcoin Celebrated As Way To Avoid Taxes.pdf pdf 00000264 2013/04/30 16:39:16

Within seconds the Results Window will populate with search hits

TALINO,awesome,fast €3 A, Search

To search for multiple keywords at the same time enter the keywords separated with a
comma and no space.
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19.4 Bookmarking in File Search

Bookmarking a record can help to identify items of interest. Reports can also be
generated using bookmarks as a filter.

Record No. File Name Suffix File Size (KB)
1 ] 00003 = bitcoin paper.pdf pdf 00000179 2013/04/30 15:01:03
2 00004 =~ Bitcoin Tax Evaders : Bitcoin.pdf pdf 00000163 2013/04/30 14:59:30
3 00005 = Bitcoin-FBl.pdf pdf 00001870 2013/04/30 15:01:25
4 00007 = IntroductiontoBitcoinMiningDavidRSterry.pdf pdf 00000097 2013/04/30 15:02:20
5 00037 = Bitcoin Celebrated As Way To Avoid Taxes.pdf pdf 00000264 2013/04/30 16:39:16

To bookmark any record click the checkbox next to the record when a record is
highlighted.

B IntroductiontoBitcoinMjgis=s

00037 = Bitcoin Celebrated As V Bookmark Al
Remove All Bookmarks
00038 = Bitcoin Research paper Export
00039 » Bitcoins & Taxes.pdf pdt

All records in the current Results Window can be bookmarked by right-clicking on any
record in the Results Window and selecting Bookmark All. Likewise, all bookmarked
records in the current Results Window can be removed by right-clicking on any record and
selecting Remove All Bookmarks.

19.5 Filter by Date Range with Time Line

Records in the Results Window can also be filtered to a specific date range using the Time

Line filter. The Time Line filter will only be found in Plugins that have supported time
stamps.
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@ ® RECON - Timeline

Start Time 2020/02/07 00:00

End Time | 2020/02/08 23:59 J

) Set

To filter to a specific date range, check the box next to the Time Line button to activate.
Click the Time Line button to set the Start Time and the End Time for the date range.
Click the Set button to filter by the date range entered.

To remove the Time Line filter click the Show All button.

19.6 Viewing Detailed Information in File Search

Detailed Information | Detach Full
Record No.: 00004

File Name: Bitcoin Tax Evaders : Bitcoin.pdf
File Path: /Volumes/Jermyn_01/Users/
jermyn/Trash/Bitcoin Tax Evaders : Bitcoin.pdf
File Size: 163.86 KB (167796 bytes)

Kind: PDF document
Date Added (UTC): 04/30/2013 18:59:30

Date Created (UTC): 04/30/2013 18:59:30
Content Creation Date (UTC): 04/30/2013
18:59:30

Content Modification Date (UTC): 04/30/2013
18:59:30

Content Change Date (UTC): 04/30/2013
18:59:30

Additional information for any highlighted record will be displayed in the Detailed
Information Pane found on the right side of the Results Window.
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19.7 Generating Reports in File Search

[ Export HTML Bookmarks [*] Report

Reports can be created within the File Search Viewer. Report options can be found in the
upper right corner of the Results Window.

E E-'Export HTML Bookmarks ["] Report

To export files at the same time the report is generated click the checkbox next to Export.

[ Exponl\/ HTML Bookmarks [”] Report
| PDF
Information |[Detach| | Full |
XML No.: 00004

RECON ITR has the ability to create reports in four formats using the first dropdown list.
Not all reporting formats will be available in all plugins. The four formats are:

e HTML - A report that can be opened in a standard web browser.
e PDF - A Portable Document Format report.
e CSV - A report saved as a Comma Separated Value spreadsheet.

e XML - A report saved in the Extensible Markup Language format for importing into
other tools.
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Ifl Report

~[= Export HTML ) / Bookmarks
Full Plugin |
Screen Items|etach | | Full |

ions  PushN< > Detailed Inf

Three options exist for including records in File Search Report and can be selected using
the second dropdown list. The three options are:

e Bookmarks - Includes only the bookmarked records within the currently selected plugin

¢ Full Plugin - Includes all records in the currently selected plugin

e Screen Items - Includes all records currently showing in the Results Window

To generate the File Search Report after all the options have been selected click Report.

Contents

History

Last Session D___Jl SUMURI

Cloud Synced Webpages

Case Details

RECON ITR Version 1.0.0
Report Scope ‘ Bookmarks
Case No, 03-20-00848
Case Name Person of Interest
Evidence No. 03-20-00848-001
Location [ SUMURI HQ
Extraction Start Time ‘ 2020-Feb-08 12:52:19
Extraction End Time 2020-Feb-08 13:02:12
Case Notes Live Triage of iMac Pro.
Examiner [ Steve Whalen, CFCE
Examiner Phone [ +1302-570-0015
Examiner Emall ‘ swhalen@sumurl.com
Agency Name . SUMURI
Agency Address P.O. Box 252
Camden, Delaware 19934
UsA
User Selected Time Zone [ America/New_York EST GMT-0500
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A message will appear stating that the report was generated. To open

YES.

v

" RECON_ITR_File_Search_2020-Feb-11T18-54-07
file_extrator.sglite
¥ | Reports
¥ | File_Search_Bookmark_2020-Feb-11T20-00-23
@ File_Search_Bookmark 2020-Feb-11T20-00-23.html
> [ files
| 2 resources

The File Search Report can be found in the Case Folder under Reports.

20. File Timeline

* . . -
—* File Timeline

the report click

RECON ITR has the ability to create detailed file timelines using the File Timeline Module
which can be launched from the RECON ITR Welcome Screen by clicking the File

Timeline button.

RECON ITR

Copyright © 2010-2021 SUMURI LLC
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® & RECON ITR - File Timeline

Target Directories

; /Uéers]rhacboy)ﬁocumenté I -+ Add Dir

/Users/macboy/Downloads

[Users/macboy/Library/Messages

Nolumes/RECON ITR | <ooutput |
() Start

Once launched, the File Timeline window will open. Add directories to search by clicking
the Add Dir (+) button in the File Timeline window. Likewise, to remove a directory use
the Remove button. To clear all the entries in the Target Directories window click the
Clear button.

Select an Output directory and click Start.

e o —  RECON TR - Flle ;

Keyword Search [ imatine | [ Search | [.O Showal HIML “ B [ ClRrepon |

fisms Detailed Information  Detach| [ Ful |
Record No. wode Timestamp N Timestam Type File Narme: Suffic Record No,: 00025

) 77 966776 2019/12/17 01:06:22 CC-CM-DA-FS-FC BEE1AGFE-.. pluginPay... | Flle Name: FuSizeRender oo

o 29 968771 2019/12/17 01:08:22 CC-CM-DA-FS-FC E791B471-5010-4166-81F7-... pluginPay..  Attachments/

» 2 966822 2019/12/17 01:06:23 CC-CM-FS-FC-LU prawam.db do 2 1F58-4780-0220

» a 966826 2019/12/17 010828 CC-FC ovewarm.db-shm it | e ey 27 am (a0u37byied)

* 48 966825 2019/12117 01:08:23 CC-FC prewarm.db-wal db-wal

w ) 966837 2019/1217 010523 CC-CM-DA-FS-FC CBEDBBAS-0063-4187-... ploginbay., | {inode: 000001264653

E a3 968841 2019/12/17 01:06:23 CC-CM-DA-FS-FC 408F67D3-17BF-4156-.. piuginPay...

- 2 1124271 2019/12/31 02:41:26 CC-CM-DA-FS-FC BA756784-4797-41B4-0820-18408B69CHEE plugin_.  pluginPay... :m”’m"m”“"’z

20 37 N34275 2019/12/31 02:41:26 CC-CM-DA-FS-FC E1284727-3792-4A09-.., pluginPay...

n ” 138225 2019/12/31 02:54:37 oM-FS Jason Rogewicz on 2019-12-11 at 21.28.11.ichat ichat Timestamp Type: CC (Contant Creation Date)

3 CM (Contant Modification Date)

n 18 1368225 2019/12/31 02:54:62 DA Jason Reslewicz on 2018-12-11 at 21.291%.ichat ichat

2 1 1144236 2020/01/03 02:09:51 CC-CM-FS-FC Lettarhaad 10th Aniv, 2020.docx docx

2 a0 - cc-cm 1M4G_2432 jpeg oeg Preview CRal]

5 25 1264833 2020/01/13 23:59:32 FullSizeRender jpeg ; ”

2 38 1254799 2020/01/132359:32  CC-CM 60065277292 2CECBAEC-E4BY-A642-. peg

n 36 1254799 2020/01)20 22°32:24 DA-FS-FC  B0065277202_2CECBAEC-E4BI-46A2- s eg

7h 34 1254802 2020/01)20 22:32:24 CC-CM-DA-FS-FC B0066277202_2CECBAEC-E4BO-4642- MoV

) Pt 1254822 2020/01/20 22:32:26 DA-ES-FC 1MG_2432 jpeg ipeg

0 39 1254821 2020/01/20 22:32:25  CC-CM-DA-FS-FC 1MG_2432.MOV MoV

n 26 1254333 2020/01/20 22:32:26 DA-FS-FC FullSizeRenderjpeg peg

a2 a5 966826 2020/02/07 23:50:22  CM-FS-LU prewarm.db-shm db-shm

= g ANINKIRAnninnins o e S A S e e e

Once processing is completed RECON ITR will display all of the files in the File Timeline
Viewer for further analysis or to generate reports.
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20.1 Using Keywords in File Timeline Viewer

File Timeline results can be filtered using keywords.

|bitcoin (%) | = Time Line | ", Search | © Show Al

Enter a keyword in the Search field and then click the Search button. To reset and start a
new search click the Show All button.

[bitcoin | E=Timeline | | € Search | | .G ShowAl
Record No. Inode Timestamp Timestamp Type File Name
1 881 607317 2012/12/13 22:42:43 CC-CM bitcoin-0.7.2-macosx.dmg
2 882 607317 2013/03/06 19:04:01 DA bitcoin-0.7.2-macosx.dmg
3 13 718467 2013/04/30 19:00:01 CC-CM Bitcoin Celebrated As Way To Avoid Taxes.pdf
4 17 722743 2013/04/30 19:00:29 cc Bitcoins & Taxes.pdf
5 18 722743 2013/04/30 19:00:30 CcM Bitcoins & Taxes.pdf
6 15 718597 2013/04/30 19:01:59 cC-CM Bitcoin Research paper.pdf
7 14 718467 2013/04/30 20:39:16 DA Bitcoin Celebrated As Way To Avoid Taxes.pdf

Within seconds the Results Window will populate with search hits
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To search for multiple keywords at the same time enter the keywords separated with a

TALINO,awesome,fast

%)

“\, Search

comma and no space.

20.2 Bookmarking in File Timeline Viewer

Bookmarking a record can help to identify items of interest.

generated using bookmarks as a filter.

Record No. Inode Timestamp Timestamp Type File Name
881 607317 2012/12/13 22:42:43 cC-CM bitcoin-0.7.2-macosx.dmg
882 607317 2013/03/06 19:04:01 DA bitcoin-0.7.2-macosx.dmg
13 718467 2013/04/30 19:00:01 cC-CM Bitcoin Celebrated As Way To Avoid Taxes.pdf
17 722743 2013/04/30 19:00:29 cc Bitcoins & Taxes.pdf
18 722743 2013/04/30 19:00:30 cM Bitcoins & Taxes.pdf
15 718597 2013/04/30 19:01:59 cc-CM Bitcoin Research paper.pdf
14 718467 2013/04/30 20:39:16 DA Bitcoin Celebrated As Way To Avoid Taxes.pdf

Reports can also be

To bookmark any record click the checkbox next to the record when a record is
highlighted.

ain Ce ate ay To Avoid Taxes.pdf
Bookmark All

Remove All Bookmarks

—— -

Bitcoin Research paper.pdf

All records in the current Results Window can be bookmarked by right-clicking on any
record in the Results Window and selecting Bookmark All. Likewise, all bookmarked
records in the current Results Window can be removed by right-clicking on any record and
selecting Remove All Bookmarks.

20.3 Filter by Date Range with Time Line

Records in the Results Window can also be filtered to a specific date range using the Time

Line filter. The Time Line filter will only be found in Plugins that have supported time
stamps.
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® @ RECON - Timeline

Start Time 2020/02/07 00:00

End Time 2020/02/0823:59 |4

) Set

To filter to a specific date range check the box next to the Time Line button to activate.
Click the Time Line button to set the Start Time and the End Time for the date range.
Click the Set button to filter by the date range entered.

To remove the Time Line filter click the Show All button.

20.4 Viewing Detailed Information in File Search

Detailed Information  [Detach| [ Full |
Record No.: 00006

File Name: .Side Business BK March 2013.zip
File Path: /Volumes/Jermyn_01/Users/jermyn/
Documents/Archives/.Side Business BK March
2013.zip

File size: 480.84 KB (492383 bytes)

Inode: 000000650373
Hard Links: 1

Timestamp: 2013/03/06 21:18:24
Time zone: +0000

Timestamp Type: CC (Content Creation Date)
CM (Content Modification Date)

FS (FS Content Change Date)

FC (FS Creation Date)

LU (Last Used Date)

Additional information for any highlighted record will be displayed in the Detailed
Information Pane found on the right side of the Results Window.
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The Detailed Information Pane will also contain a legend for the Timestamp Type used in
the results.

20.5 Generating Reports in File Timeline

~|[= Export HTML Bookmarks [”] Report

Reports can be created within the File Timeline Viewer. Report options can be found in the
upper right corner of the Results Window.

E'Export HTML Bookmarks ["] Report

To export files at the same time the report is generated click the checkbox next to Export.

Bookmarks ["] Report

[ Exporfy/ HTML
PDF

Information |[Detach| | Full |
|No.: 00004

XML

RECON ITR has the ability to create reports in four formats using the first dropdown list.
Not all reporting formats will be available in all plugins. The four formats are:

e HTML - A report that can be opened in a standard web browser.
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e PDF - A Portable Document Format report.
e CSV - A report saved as a Comma Separated Value spreadsheet.

e XML - A report saved in the Extensible Markup Language format for importing into
other tools.
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Ifl Report

~[= Export HTML ) / Bookmarks
Full Plugin |
Screen Items|etach | | Full |

ions  PushN< > Detailed Inf

Three options exist for including records in File Timeline Report and can be selected using
the second dropdown list. The three options are:

e Bookmarks - Includes only the bookmarked records within the currently selected plugin

¢ Full Plugin - Includes all records in the currently selected plugin

e Screen Items - Includes all records currently showing in the Results Window

To generate the File Search Report after all the options have been selected click Report.

Contents

History

Last Session D___Jl SUMURI

Cloud Synced Webpages

Case Details

RECON ITR Version 1.0.0
Report Scope ‘ Bookmarks
Case No, 03-20-00848
Case Name Person of Interest
Evidence No. 03-20-00848-001
Location [ SUMURI HQ
Extraction Start Time ‘ 2020-Feb-08 12:52:19
Extraction End Time 2020-Feb-08 13:02:12
Case Notes Live Triage of iMac Pro.
Examiner [ Steve Whalen, CFCE
Examiner Phone [ +1302-570-0015
Examiner Emall ‘ swhalen@sumurl.com
Agency Name . SUMURI
Agency Address P.O. Box 252
Camden, Delaware 19934
UsA
User Selected Time Zone [ America/New_York EST GMT-0500
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A message will appear stating that the report was generated. To open the report click
YES.

V¥ | RECONL_ITR_File_Timeline_2020-Feb-12T08-37-42
v | ] File_Timeline_Report_Bookmarks_2020-Feb-12T08-50-16
@ File_Timeline_Bookmarks_2020-Feb-12T08-50-16.html|
> | | resources

The File Timeline Report can be found in the Case Folder under Reports.

21. Collecting Logs
Log Collect

RECON ITR has the ability to collect Unified Logs from live running Macs. To begin click
the Log Collect button found in the Sidebar of the RECON ITR Welcome Screen.

|® @ RECON ITR - Logs Collector
Machine ID [iMac Pro Examiner |Steve Whalen, CFCE |
Evidence No |03-20-00848-003 | Agency  [SUMURI |
Location  |SUMURIHQ Case Notes

Unified Logs collected from iMac Pro|

[/Volumes/RECON ITR |

Output Format @) Log Text File Log Archive Password |

| () start

Once selected, the RECON [TR Logs Collector window will appear. Enter the case
information in the top fields. Note that the Machine ID is a required field.
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Next, set the Output directory by clicking the Folder icon keeping in mind that Mac logs

|/Volumes/RECON ITR

can be 10 GBs or more in size.

21.1 Collecting Logs as Text

Password

Output Format @) Log Text File Log Archive

Collecting Mac logs as text does not require a password. Select Log Text File for the

Output Format and click Start.

v [ Logs_2020-Feb-12T09-15-17
@ 2020-Feb-12T09-15-17.html
log.txt
» [ resources

The text logs and report will be found in the Case Folder when complete.

21.2 Collecting Logs as a Log Archive

I ~ Show

Output Format ~  Log TextFile @ Log Archive

Collecting Mac logs as a log archive does require entering the Admin password for the
current user. Select Log Archive for the Output Format and click Start.
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¥ | Logs_2020-Feb-12T09-12-54
@ 2020-Feb-12T09-12-54.html
» | resources

B system_logs.logarchive

The Log Archive file and report will be found in the Case Folder when complete.

e e = system_logs. (9,628
¢ % 72 < (i) tQ
Reveal Activities Clear  Reload  Info Share
Errors and Faults
Type Date & Time Process Message

2020-02-12 89:@7:56.71565,. mDNSRe.. [R18749->Q0] DNSServiceBrowse{<private>, PTR) RESULT ADD interface 7: <private>

2020-02-12 @9:07:56.71594. mDNSRe. [R41658)] DNSServiceResolve(@, 7, "<private>") START PID[131](usbmuxd)

2028-02-12 89:07:656.71595.. mDNSRe. mDNS_StartQuery_internal: NumAlllnterfaceRecords 20 NumAlllnterfaceQuestions 29 <private> [SRV)
2020-82-12 @9:97:56.71595. mDNSRe. mONS_StartQuery_internal: NumAlllnterfaceRecords 2@ NumAllInterfaceQuestions 38 <private> (TXT)
2020-92-12 89:97:56.71598.. mDNSRe.. <private>

2020-02~12 99:97:56.71599.. mDNSRe.. <private>

2020-92~12 89:07:56.7159%9.. mONSRe.. [R41658->Q8] DNSServiceResolvel<private>) RESULT  <private»:32498

2020-02-12 @9:07:56.71622.. mONSRe. [R41659] ONSServiceGetAddrinfol®, 7, 3, <private») START PID[131](usbmuxd)

2020-02-12 89:07:56.71623.. mDNSRe.. mDNS_StartQuery_internal: NumAlllnterfaceRecords 2@ NumAlllnterfaceQuestions 31 <private> (AAAA}

Showing:  Last 5 Minutes B

(AppleTi y ioClock) Volatile
Category: <Unk Detaits 2020-02-12 09:08:00.885265-0600
Rate Ratio: 2199923 2199923 (1. )

The Log Archive file can be opened with the Console viewer included with macOS.

22. Collecting Mac Logs from RAM

RAM Imaging has been depreciated in the current versions of RECON ITR due to
Apple’s Notarization process.

Apple requires software to be notarized in order to run on newer versions of macOS.
Software that does not comply to their guidelines will be labelled malicious and prevented
from being ran.

RECON ITR Copyright © 2010-2021 SUMURI LLC 84 of 101



In order to be notarized, software cannot utilize certain Kernel Extensions, including those
that are needed for RAM acquisition. Due to this, the RAM Imager needed to be removed
for our software to be compliant.

However, RECON ITR version 1.0.0 (only) includes the RAM Imager which still works for
Macs running macOS 10.13 and below.

We do not recommend downgrading your RECON ITR for this feature. We instead
recommend using RECON IMAGER’s built-in RAM Imager feature.

Important: Imaging Mac RAM is not guaranteed to work and can cause a Kernel panic
which can lock up or restart the system. Imaging Mac RAM should be done last in the
collection process.

B RAM Imager

RECON ITR has the ability to collect logs from live running Macs if the admin password is
known for the current user.

To begin, click the RAM Imager button found in the Sidebar of the RECON TR Welcome
Screen.

® e RECON ITR - RAM Imager

Machine ID |MacBook Pro (Retina, Mid 2012) | Examiner  Steve Whalen, CFCE

Evidence No |03-20-00848-004 | Agency  SUMURI

Location |SUMURI HQ | Case Notes |jye RAM capture from MacBook Pro using

RECON ITR.

|/Volumes/RECON ITR (==

eensesennns | Show MD5 SHA1
. (®start

The RECON ITR RAM Imager window will appear. Enter the case information in the top
fields. Note that the Machine ID is a required field.

[/Volumes/RECON ITR (= I

Next, set the Output directory by clicking the Folder icon keeping in mind that Mac RAM
output will be larger than what the Mac shows when the RAM is uncompressed.
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[eoeeoenes | " show

MD5

SHA1

Enter the password for the current user (must be an Admin), select the hashing options

(MD5/SHA1) and click Start to image RAM.

v | RECON_RAM_Imager-2020-Feb-12T09-57-55
@ 2020-Feb-12T09-57-55.html
» [ resources
z 2020-Feb-12T09-57-55_ram_image.raw

Upon completion the RAM image in RAW format and the RAM imaging report can be

found in the Case Folder.
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23. Disk Manager

The RECON ITR Disk Manager displays internal and external disk and volumes including
other Macs connected in Target Disk Mode. Disk Manager uses Mac native libraries to
fully support Mac technologies such as FileVault, Core Storage, APFS, macOS Extended
and more.

RECON ITR Disk Manager includes a built-in write blocker to allow the connection of
external devices (including Macs in Target Disk Mode) in a forensically sound manner.

Important: If a device requires write-protection do not connect the device or Mac until Disk
Arbitration is disabled.

! Disk Manager

To start the Disk Manager click the Disk Manger button found in the Sidebar of the
RECON ITR Welcome Screen.

e e RECON IR - Disk

Flle System Darived From Encrypted

disk0s1 Internal 30000 MB EFI EFI msdos NO
disk0s2 Internal 93156 GB Apple APFS NO

disk3s1 External 300.00 MB EFI EFI msdos NO
disk3s2 External 1396.98 GB Appie APFS NO
disk3s3 External 466.40 CB Microsoft Basic Data BOOTCAMP ntfs NO

Refresh Mount-R Disk Arbitration Turn ON

Upon launch the Disk Manager window will appear showing internal and external disks
and volumes. Additionally, any Macs connected via Target Disk Mode will be displayed.
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Full documentation and instructions for using the Disk Manager can be found in the
RECON IMAGER manual found here:

https://sumuri.com/portfolio/recon-imager-manual/

23.1 Enable/Disable Disk Arbitration for Write Blocking

Disk Arbitration Turn OFF

RECON ITR has built-in write-blocking to prevent any changes to a device when it is
connected to the examination Mac. This is done by controlling the native macOS Disk
Arbitration daemon.

To turn off Disk Arbitration click the Turn OFF button in the bottom right-hand corner of
the Disk Manager window. After a few seconds, Disk Arbitration will be disabled and
devices can be safely connected to the examiner Mac without mounting for triage and
imaging.

Disk Arbitration Turn ON

When you have completed the triage or imaging of the connected devices Disk Arbitration
can be turned back on by clicking the Disk Arbitration Turn ON button. Make sure to
unmount or remove any devices connected before enabling Disk Arbitration.
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24. RECON IMAGER

RCCON
IMAGER

RECON IMAGER is a Mac-based native imaging solution. RECON IMAGER is built-into
RECON ITR and supports all modern Intel-based Macintosh computers with APFS, T2
Security Chips, and Apple Silicon.

RECON IMAGER has its own manual which can be found on the SUMURI website here:

https://sumuri.com/portfolio/recon-imager-manual/

24.1 Imaging a Mac with Apple Silicon

For newer systems, SUMURI has anticipated the apparent death of the bootable imager in
the past and created RECON ITR to provide examiners the capabilities to image in any
situation. Our solution added enhanced support for the live acquisition of the machine
being imaged. We improved and added new solutions to give you the ability to image all
Macs (including those with Apple Silicon Processors).

Note: Image Apple Silicon Macs using RECON [TR’s Live Imager and process in RECON
LAB to properly view native Apple Extended Attribute metadata and macOS timestamps.
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24.1.2 Imaging a Mac with an Apple Silicon Processor Live

SUMURI recommends Apple Silicon Macs be imaged from the desktop using RECON
ITR’s Live Imager.

Click the RECON Imager option from the RECON ITR home screen for Live Imaging.

After opening RECON Imager, you will be prompted for the machine’s Admin password.

[ ON ) System Password

RECON ITR require admin password to run some of its components.

Type Password

Cancel

Once the admin is entered, RECON Imager will launch showing the Disk Imager menu.

Image Name

RECON ITR - IMAGER

Disk Imager  Network Share  Logical Imager

Source disk3 EF57347C-0000-11AA-AA11-00306543ECAC  228.27 GB
Image Type Logical (Sparse Image) e Source Hash Destination Hash
Destination-1  disk5s2 Apple_HFS RECON ITR 465.44 GB hfs s

Destination-2

M1-Logical-macOS11

Calculate Size

Select Directory

Refresh

Case Number 001 Evidence Number 001

Examiner John Custodian Name John

Machine Serial C02DPOF2QOSN Description Live Logical Image of M1 MacBook Pro

Notes Live logical image of an Apple Silicon Mac]

Start
L O SUMURI
IMAGER
5.0.7 (A2) System Clock: 2020-Dec-07 16:25:28 EST
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In the Source field of the RECON Imager Disk Imager menu, select the internal
synthesized disk as your source. Then, select the Image Type, fill out all necessary
information, and click Start.

After imaging is completed, process the image in RECON LAB as a RECON Logical
Image.
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25. Tutorial - Connecting an Intel Mac in Target Disk
Mode for Imaging

This tutorial will show how to safely connect an Intel Mac in Target Disk Mode with write-
protection to create a forensic image.

Target Disk Mode was ruled out with the new Apple Silicon Macs and replaced with a new
Sharing Mode.

The following equipment and setup will be used for this tutorial:
e Examiner Mac - iMac Pro (2017) running macOS 10.15.3 (Catalina) with RECON ITR

e Target Mac - 2019 MacBook Pro 16” running macOS 10.15.3 (Catalina) with FileVault
On

e Connection - Thunderbolt 3 cable

Step-1 - On the Examiner Mac, make sure that RECON [TR has been granted Full Disk
Permissions.

o &
AuthorizeREC MNNITR

T

To access protected applications RECON ITR
needs admin permission. You will need the
admin password and to follow these steps:

) (_ Goto System Preferences

( Securty&Prvacy
( Privacy D
( Full Disk Access D

W/ ( Add RECON_[TR (select +) )

If the checkbox is disabled, click the padiock
and enter the admin password.

| Understand

Step-2 - Start RECON [TR.
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Step-3 - Put the Target Mac into Target Disk Mode by holding down its “T” key when
starting. It is in Target Disk Mode when the Thunderbolt and USB symbols are showing on
the screen.

Step-4 - Open the Disk Manager from the RECON ITR Welcome Screen.
Step-5 - Turn Off Disk Arbitration (bottom right-hand corner) to enable write-blocking.

Step-6 - Connect the Thunderbolt cable to the Target Mac port and then to the Examiner
Mac.

Step-7 - When prompted, type in a password for an Admin user on the Target Mac and
wait for a few seconds. The first entry of the password has been known to fail. If required,
type the password again.

. Enter a password to unlock the disk
= “Macintosh HD".
ﬁ Password: || |
~ Remember this password in my keychain

Step-8 - Click the Refresh button in the Disk Manager to re-poll the devices and look for
the Mac connected in Target Disk Mode.
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e e RECON IR - Disk

Name File System Darived From Encrypted Moda

Davice Location Modal Size Type

APPLE SSD AP1024M 931,84 GB GUID_partition_scheme
disk0s1 Internal 30000 MB EFI EFI msdos
disk0s2 Internal 93155 GB Apple APFS

disk3s1 External 300.00 MB EFI EFI msdos NO
disk3s2 External 1396.98 GB Appie_APFS NO
disk3s3 External 466.40 CB Microsoft Basic Data BOOTCAMP ntfs NO

Disk Arbitration Turn ON

Refresh 1 Mount-R

Step-9 - Start RECON IMAGER from the RECON ITR Welcome Screen.

Step-10 - Type in the password for the current user for the Examination Mac when
prompted.

® @ System Password

RECON ITR require admin password to run some of its components.

Cancel OK

Step-11 - Using RECON IMAGER Disk Imager select the source which is usually one of
the Macintosh HD partitions. Chose the image type and select the Destination. Provide
an Image Name and any case information.
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® = RECON IMAGER
‘Disk kmager Netwark Share Logical Imager
Source di;kdsz 41504653-0000-11AA-AA11-00306543ECAC Macintosh HD - Data 1396.98 GB apfs Refresh
image Type Logical (Sparse Image) B Process Snapshots Source Hash Destination Hash Calculate Size
~ Destination-1  disk2s1 Apple_HFS RECON ITR 465.76 GB hfs Select Directory
Destination-2
Image Name MacBookPro
Case Number 03-20-00848 Evidence Number  03-20-00848-006
Examiner Steve Whalen, CFCE Custodian Name Steve Whalen, CFCE
Machine Serial D i N Pro 2019
Notes Image of MacBook Pro 2019 in Target Disk Mode with RECON ITR.
Start
IMAGER
System Clock: 2020-Feb-12 17:26:53 EST

Step-12 - Click Start to image.

26. Tutorial - Connecting an Intel Mac in Target Disk
Mode for Triage

This tutorial will show how to safely connect a Mac in Target Disk Mode with write-
protection to safely Triage the connected Intel Mac.

Target Disk Mode was ruled out in the new Apple Silicon Macs in favor of a new Sharing
Mode.

The following equipment and setup will be used for this tutorial:

e Examiner Mac - iMac Pro (2017) running macOS 10.15.3 (Catalina) with RECON ITR
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e Target Mac - 2019 MacBook Pro 16” running macOS 10.15.3 (Catalina) with FileVault
On

e Connection - Thunderbolt 3 cable

Step-1 - On the Examiner Mac to make sure that RECON [TR has been granted Full Disk
Permissions.

® &
AuthorizeREC M ITR

To access protected applications RECON ITR
needs admin permission. You will need the
admin password and to follow these steps:

( GotoSystem Preferences

( Securty&Prvacy
¢ Privacy )
C Full Disk Access )

W/ ( Add RECON_[TR (select +) )

If the checkbox is disabled, click the padiock
and enter the admin password.

| Understand

Step-2 - Start RECON ITR.

Step-3 - Put the Target Mac into Target Disk Mode by holding down its “T” key when
starting. It is in Target Disk Mode when the Thunderbolt and USB symbols are showing on
the screen.

Step-4 - Open the Disk Manager from the RECON ITR Welcome Screen.
Step-5 - Turn Off Disk Arbitration (bottom right-hand corner) to enable write-blocking.

Step-6 - Connect the Thunderbolt cable to the Target Mac port and then to the Examiner
Mac.

Step-7 - When prompted, type in a password for an Admin user on the Target Mac and
wait for a few seconds. The first entry of the password has been known to fail. If required,
type the password again.

RECON ITR Copyright © 2010-2021 SUMURI LLC 96 of 101



- Enter a password to unlock the disk
g “Macintosh HD".
h Password: || |
~ Remember this password in my keychain

Step-8 - Click the Refresh button in the Disk Manager to re-poll the devices and look for
the Mac connected in Target Disk Mode.

L. RECON ITR - Disk
Davice Location Modal Size i Name Flle System Darived From Encrypted Moda
Internal APPLE SSD AP1024M
disk0s1 Internal 300,00 MB EFI EFI msdos NO
disk0s2 Internal 93155 GB Apple APFS NO

disk3s1 External 300.00 MB EFI EFI msdos NO
disk3s2 External 1396.98 GB Appie APFS NO
disk3s3 External 466.40 CB Microsoft Basic Data BOOTCAMP ntfs NO

Refresh Mount-R Disk Arbitration Turn ON

Step-9 - Mount the “Macintosh HD” and the “Macintosh HD - Data” partitions read-only
using the Mount-R button in the Disk Manager one at a time. Additionally the
“‘BOOTCAMP” partition can be added to be processed if it exists.

Step-10 - Enter your Examiner Mac system password (user password) when prompted.

Step-11 - If the mount is successful, the partitions will change to green and the Macintosh
HD volume will now be mounted read-only.
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disk3s1 External 300.00 MB  EFI
disk3s2 External 1396.98 GB Apple_APFS

Step-12 - Select the New Case button from the RECON ITR Welcome Screen.

Step-13 - Select Mounted Media for the Source and select the newly mounted Macintosh
HD volume (may be named Macintosh HD 1). Here you can also select to process the
BOOTCAMP if it has been mounted.

Source
" Live System © Mounted Media

(o)

- /Volumes/Macintosh HD - Data
Process Bootcamp

Step-14 - Select a Time Zone for the connected Mac.

Step-15 - Select any plugins of interest, enter the Case Information, set the Output
Directory and click Start to begin processing.
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27. End User License Agreement (EULA)

RECON ITR

Copyright 2020-2021 - SUMURI LLC

WWW.SUMuri.com

IMPORTANT, PLEASE READ CAREFULLY. THIS IS A LICENSE AGREEMENT

This RECON ITR is protected by copyright laws and international copyright treaties, as well as other
intellectual property laws and treaties. This RECON ITR is licensed, not sold.

End User License Agreement

This End User License Agreement (‘EULA") is a legal agreement between you (either an individual or a single
entity) and SUMURI LLC with regard to the copyrighted software (herein referred to as RECON ITR or
'software') provided with this EULA. The RECON ITR includes computer software, the associated media, any
printed materials, and any ‘online' or electronic documentation. Use of any software and related
documentation ('software') provided to you by RECON ITR in whatever form or media, will constitute your
acceptance of these terms, unless separate terms are provided by the software supplier, in which case
certain additional or different terms may apply. If you do not agree with the terms of this EULA, do not
download, install, copy or use the software. By installing, copying or otherwise using the RECON ITR, you
agree to be bound by the terms of this EULA. If you do not agree to the terms of this EULA, SUMURI LLC is
unwilling to license the RECON ITR to you.

Eligible License - This software is available for license solely to software owners, with no right of duplication
or further distribution, licensing, or sub-licensing.

License Grant - SUMURI LLC grants to you a personal, non-transferable and non-exclusive right to use the
copy of the software provided with this EULA. You agree you will not copy or duplicate the software. You
agree that you may not copy the written materials accompanying the software. Modifying, translating,
renting, copying, transferring or assigning all or part of the software, or any rights granted hereunder, to any
other persons and removing any proprietary notices, labels or marks from the software is strictly prohibited.
Furthermore, you hereby agree not to create derivative works based on the software. You may not transfer
this software.

Copyright - The software is licensed, not sold. You acknowledge that no title to the intellectual property in
the software is transferred to you. You further acknowledge that title and full ownership rights to the software
will remain the exclusive property of SUMURI LLC and/or its suppliers, and you will not acquire any rights to
the software, except as expressly set forth above. All copies of the software will contain the same proprietary
notices as contained in or on the software. All title and copyrights in and to the RECON ITR (including but not
limited to any images, photographs, animations, video, audio, music, text and "'applets,"" incorporated into
the RECON ITR), the accompanying printed materials, and any copies of the RECON ITR, are owned by
SUMURI LLC. The RECON ITR is protected by copyright laws and international treaty provisions. You may
not copy the printed materials accompanying the RECON ITR.

Reverse Engineering - You agree that you will not attempt, and if you are a corporation, you will use your
best efforts to prevent your employees and contractors from attempting to reverse compile, modify, translate
or disassemble the software in whole or in part. Any failure to comply with the above or any other terms and
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conditions contained herein will result in the automatic termination of this license and the reversion of the
rights granted hereunder to SUMURI LLC.

Disclaimer of Warranty - The software is provided 'AS IS' without warranty of any kind. SUMURI LLC and
its suppliers disclaim and make no express or implied warranties and specifically disclaim the warranties of
merchantability, fitness for a particular purpose and non-infringement of third-party rights. The entire risk as
to the quality and performance of the software is with you. Neither SUMURI LLC nor its suppliers warrant
that the functions contained in the software will meet your requirements or that the operation of the software
will be uninterrupted or error-free. SUMURI LLC is not obligated to provide any updates to the software for
any user who does not have a software maintenance subscription.

Limitation of Liability - SUMURI LLC's entire liability and your exclusive remedy under this EULA shall not
exceed the price paid for the software, if any. In no event shall SUMURI LLC or its suppliers be liable to you
for any consequential, special, incidental or indirect damages of any kind arising out of the use or inability to
use the software, even if SUMURI LLC or its supplier has been advised of the possibility of such damages, or
any claim by a third party.

Rental - You may not loan, rent, or lease the software.

Transfer - You may not transfer the software to a third party, without written consent from SUMURI LLC and
written acceptance of the terms of this Agreement by the transferee. Your license is automatically terminated
if you transfer the software without the written consent of SUMURI LLC. You are to ensure that the software
is not made available in any form to anyone not subject to this Agreement. A transfer fee of $150 USD will be
charged to transfer the software (not applicable to transfers associated with orders from distributors, or
resellers or intra-company transfers).

Upgrades - If the software is an upgrade from an earlier release or previously released version, you now may
use that upgraded product only in accordance with this EULA. If the RECON ITR is an upgrade of a software
program which you licensed as a single product, the RECON ITR may be used only as part of that single
product package and may not be separated for use on more than one computer.

OEM Product Support - Product support for the RECON TR is provided by SUMURI LLC. For product
support, please call SUMURI LLC. Should you have any questions concerning this, please refer to the
address provided in the documentation.

No Liability for Consequential Damages - In no event shall SUMURI LLC or its suppliers be liable for any
damages whatsoever (including, without limitation, incidental, direct, indirect special and consequential
damages, damages for loss of business profits, business interruption, loss of business information, or other
pecuniary loss) arising out of the use or inability to use this 'SUMURI LLC' product, even if SUMURI LLC has
been advised of the possibility of such damages. Because some states/countries do not allow the exclusion
or limitation of liability for consequential or incidental damages, the above limitation may not apply to you.

Indemnification By You - If you distribute the software in violation of this Agreement, you agree to
indemnify, hold harmless and defend SUMURI LLC and its suppliers from and against any claims or lawsuits,
including attorney's fees that arise or result from the use or distribution of the software in violation of this
Agreement.

Jurisdiction - The parties consent to the exclusive jurisdiction and venue of the federal and state courts
located in the State of Delaware, USA, in any action arising out of or relating to this Agreement. The parties
waive any other venue to which either party might be entitled by domicile or otherwise.
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