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COMPLETE LAPTOP SECURITY

WE WORK TO CARE Complete Laptop Security
Unistal

-
(c) Copyright 2007 - 2008 Unistal Systems Pvt. Ltd.

ARDFPF

PROTEGENTE  The 3-tier protection. It includes laptop tracking, data security, file
encryption, file leakage prevention & antivirus solution with firewall.

PROTEGENTE jncludes following software components:

Locate Laptop | Port Locker BitDefender Internet Security
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Port Locker — Stop Information & File Leaks

Port Locker prevents vital & important data to be transferred from one PC to another
using Flash drive, DVD/CD writers, PCMCIA ports and Ethernet ports (Network
ports).

Feature:
Lock USB, Network, WiFi, Infrared etc ports.
Options to open single or multiple ports with authorized password.
Block ports to prevent unauthorized access.
Block ports when PC is idle.
Block ports in scheduled duration.

BitDefender Internet Security — Secure Your Every Bit.

BitDefender Internet Security 2009 keeps your Internet-connected family safe.
Superior Proactive Protection from Viruses, Spyware, Hackers, and other e-
Threats... that won't slow you down! It locks out viruses, hackers & spam, while
providing parental control and firewall protection.

Feature:
Antivirus
Anti-phishing
Anti-Spam
Firewall
Parental Control
IM Encryption
Family Network Protection
Hourly Update
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PROTEGEMTS System Requirements

Windows XP with Service Pack 2 (32/64 bit) or higher,
Windows Vista (32/64 bit) or Windows Vista with Service Pack 1

Hardware Requirements

For Windows XP
800 MHz or higher processor
256 MB of RAM Memory (1GB recommended)
250 MB available hard disk space (300 MB recommended)

For Windows Vista
800 MHz or higher processor
512 MB of RAM Memory (1 GB recommended)
250 MB available hard disk space (300 MB recommended)

Software Requirements
- Internet Explorer 6.0 (or higher)
.NET Framework 1.1 (also available in the installer kit)
Antispam protection is provided for all POP3/SMTP e-mail clients. The
BitDefender Antispam toolbar however is integrated only into:
Microsoft Outlook 2000 / 2002 / 2003 / 2007
Microsoft Outlook Express, Microsoft Windows Mail, Thunderbird 1.5 and 2.0
Instant Messaging (IM) encryption is provided only for. Yahoo! Messenger 8.1,
Windows Live (MSN) Messenger 8.5
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Product Administration

Locate Laptop — Laptop Tracking & Data Security

LtOCA7TE LAPTOP

Anti-Theft and Tracking System

Version : 2.0

& y‘ (c) Copyright 2007 - 08 Unistal Systems Pwvt. L.tdff
A g .

Laptops are mobile and are more liable to be stolen or lost. Locate Laptop™ keeps track
of lost or stolen laptop’s location whenever it's connected to internet, helping recovery
and safeguard your data from unauthorized usage.

The Laptop loss is not limited to the cost of Laptop but it also includes the loss of
sensitive and creative information/data in it. The laptop theft may be with the intention of
theft of sensitive Data/ creative files which laptop contains. This data could be your
important documents, presentations, credit card details, financial information or maybe a
tender document.

Locate Laptop keeps the continuous track of laptop location whenever it is connected to
Internet. On event of theft it informs about the location of stolen laptop once it is
connected to the internet. It also encrypts your sensitive data silently without the
knowledge of offender, not allowing him to misuse your vital & sensitive data.

Locate Laptop’s continuous tracking of Laptop location also provides the information
about the location of the person/employee carrying the Notebook.

Features

Unique WebSniff™ technology.

Secure web page for every user to monitor - Keep a close eye on movements of
person with the designated Laptop e.g. company employee.

Reports contain information on data, time, public IP, Locate, country, state, city,
ISP, Longitude, Latitude.

Interactive steps to report a laptop theft

Remotely launch the data encryption module on predefined sensitive files &
folders

Encrypts data even if Laptop is not connected to internet for particular period.
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Working Guide

Locate Laptop - Encrypt Files & Folders

Using Locate Laptop, one can encrypt files & folders when stolen laptop is tracked by
web crawlers. To encrypt the file & folders follow the steps discussed below:

After installing & registering the Locate Laptop, software displays following screen. Or
same can be accessed later from Start >Programs >Unistal PFROTEGENT= >| ocate
Laptop > Folder Selection > Encryption.

Locate Laptop (Anti-Theft & Tracking System) - Add Folders

LOCATE LAPTOP

Anti-Theft and Tracking System

Do pou want to encrypt folders when the stolen laptop iz tracked by web crawlers ?

Select - |D:sIntro_QOTPS0A;

Encrypt Selected folders even if Laptop is not connected to intermet for |2 = | daps

[ &pply l ’ Cancel ]

If you want to encrypt some files & folders, choose ‘Do you want to encrypt folders when
the stolen laptop is tracked by web crawlers?’ option at the top of the screen.

Then click... button to browse & select crucial files/folders to be encrypted.
Select the files & folders to encrypt, click OK.

Choose ‘Encrypt Selected Folders even if Laptop is not connected to internet for’
selected period. Click Apply .

Choosing this option for <2> days will automatically encrypt all the selected files &
folders after <2> days if Laptop does not connect to internet for 2 consecutive days.
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Also when you submit a theft report on www.LocateLaptop.com, then online encryption
module gets activated and as soon as unauthorized user will connect your laptop to
internet, all predefined of file & folders will be encrypted.

Note: To add more files or folder using the Encryption module, you will be asked for
Username & Password, which is same as you entered during product registration:

Enter Password - Locate Laptop [(Anti-Thef... E]|E|@

Ernter Paszzword to acceszs Locate Laptop

Uzermame : || |

Fassword : | |

[ox ] [comes ]

Locate Laptop - Decrypt Files & Folders
To decrypt files & folders select Decryption from Start >Programs >Unistal

PROTEGENTE >|ocate Laptop > Folder Selection > Decryption. Enter user name &
password:

Encrypted folders will be shown as below or click on ... to select:

LOCAT7TE LAPTOP

Anti-Theft and Tracking System

Select folders to be decrypted

Saurce - Pm

I Decrypt l ’ Cancel

After this click Decrypt .



PROTEGENTSE User Guide

COMPLETE LAPTOP SECURITY

Locate Laptop - Change Password
To change the password, select Start >Programs >Unistal PROTEGE NT= > | ocate
Laptop > Change Password.

rack Your
CAPTOP

Frodud Mame

Lapiop Datsds
e
REactdnag Sarkal Mo

Berdce Tellings
Cid Paa savornd = ELCTTT
Py Fassword * [erir & chaaciwrs]

Caniem Mew Pasbwand -
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Port Locker

Port Locker

Stop Information & File Leaks
Version : 2.6.08

(c) Copyright 1999 - 2007 Unistal Systems Pvt. Ltd.

| LN

Port Locker Software is a Complete Solution to secure your private or vital data. Port
Locker prevents vital & important data to be transferred from one PC to another using
Flash drive, DVD/CD writers, PCMCIA ports, Ethernet ports.

Port Locker Software is a Complete Solution to secure your private or vital data. Port
Locker prevents vital & important data to be transferred from one PC to another using
Flash drive, DVD/CD writers, PCMCIA ports, Ethernet ports.

Port Locker prevent two way threat to businesses because the Flash drive, DVD/CD
writers, PCMCIA ports, Ethernet ports can be used not only to carry sensitive data out,
but also upload malicious software code onto company's network.

Features

Options to open single or multiple ports with authorized password.
Block ports to prevent unauthorized access.

Block ports when PC is idle.

Block ports in scheduled duration
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Working Guide

When you run the Port Locker for first time, software will ask you to set the password for

updating system configuration as follows:

-,

Port Locker g |

Enter Pazzword for Lpdating Ix
Port Locker

Canfirn Pazaword I"

Ok . Cancel

Port Locker prompts for password when accessed:

Port Locker — Reporting:
All alerts and logs can be viewed here.

Port Locker - Reports

e e — e — L:}m

Ede Wiew Configuration Help
0

Lvi;l w0 ] o [ eemeae g

O ||
?.‘Mtnwts I| Report

=« Miew Ale
« VigwPotlogs
o Miow Activity Logs

~ View Alerts
" The Alert window nofifies, if any device connecied 1o the locked ports recantly. It also displays curment status of part.

1. Click an Report tree 1o expand, select Alert to view Alert
2. In right windew pane all recent alers will be displayed.
3. To email, print or ether aptions click on Open As HTML.

View Port Logs

Port Reports dizplays complete log relsted to all pamanent blocked, scheduled blocked or unblocked ports.
Lrgar may view the report for desired Poat for paricular information type in selected date rangs.

1. Click Report tree in the left window pane, selact Port Reparts to view Logs

2. The reports can be grouped:
o Date Wize: Selact date range afler clicking the check box to highlight the date range option.
@ Pon Type wise: Select degired poet from drop down men.
& Stalus Wise: Select desired infarmation typs from drop dewn merw.

3 To email, print or other aptions chick on Open As HTML.
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Port Locker — Alerts: To check all latest activities on PC Ports.

The alert window helps users to find out if any one used the Locked Ports
recently.

Port Locker - Port Reports: To view current port lock status

11



User Guide

Using Port Reports, users can have complete log related to all Permanent
Blocked, Schedule Blocked or Un-Blocked Ports, Users may view report for the
desired port for particular information type in the selected date range.

Port Locker - Activity Log: To check all activities on specific or all ports

Activity Log displays each actions performed on be Port Locker software. This
includes changes in settings, locking and unlocking the ports, settings scheduler
etc.

Port Locker - Configuration
Select Configuration button from the toolbar:

12
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Configuration section will help users to set & manage port locker settings. It includes:
Port Settings
General Settings
Log Size
Password
Notifications
Manage Settings

Port Settings
Select Port Settings from Configuration option:

13
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How to Lock the Ports?

Select the ports to be locked. If users want to lock all the ports at a time, select all
ports option otherwise select the selected ports.

Select the Lock type to lock the Port. And click Apply button. A confirmation screen
will follow:

14
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Different Lock Types
Permanent Blocked:
Permanent Block, to lock certain ports permanently and then Click Apply button.

Schedule Blocked:
Specific or scheduled time to lock your ports, select Schedule Blocked option:

Then Schedule Setting is divided into two parts:
Lock System when idle.
Select Duration.

Lock System when Idle

Lock when system is idle and ‘Set the idle time’. This will enable the software to
lock your ports after certain point of time if your computer remains idle or
untouched.

Click Apply to store the applied settings.

15
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Note: After the completion of idle time it will ask for the password to unblock the
port.

Select Duration:

Select duration option, “select from time and then to time” . Click add button
to add the selected time. Users can select multiple schedule time to lock the
ports .

In the Above figure, the ports will be lock from 2:06 PM to 2:15 PM. and all the
ports will be un-blocked from 2:15 PM. Then again from 5:06 PM to 6:15 PM
ports will get locked.

Click Apply button to store the settings. After the completion of idle time it will
ask for the password to unblock the port.

Un-Blocked Option:

To unlock the Ports, select Unblocked Lock type. And click Apply .

16
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Port Locker - General Settings

Options in General Settings:
Log Size
Password

17
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Notifications
Manage Settings

Setting > General Settings > Log Size

Select the size of the Log Files and can enable software to delete the Log Files
after certain point of time.

Setting > General Settings > Password
Password option in General Settings to change the password:

Enter New Password and Apply to confirm the change.

Setting > General Settings > Notification

18



User Guide

Select Notifications option in General Settings users can send the lock report
after every defined interval through email, FTP. When you Select Notification,
following Pop up window appears:

Select the interval or days after which reports are to be send. Enter the
valid Email address. Fill Sender address, SMTP Server and Recipient
address field.

Select FTP, if you want to upload the Lock report to your website. Fill FTP
Server name, User name, Password field.

Setting > General Settings > Manage Settings

Save hutton , users can save the changes in one file (.sav file). This file
will include whole settings.

Load button , users can load the saved changes or settings that are
applied before and have been replaced after saving the .sav file by some
other settings.

Reset button users can reset the default settings.

19
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Port Locker - Update
Port Locker software allows users to update the software using Update Option from Help
Menu. Port Locker Update works as follows:

Click Next to update the product.
Software will automatically install all the updates if available.

20
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BitDefender Internet Security 2009

BitDefender Internet Security keeps your Internet-connected family safe, without slowing
down their PCs. It locks out viruses, hackers & spam, while providing parental control
and firewall protection.

Confidently download, share and open files from friends, family, co-workers - and even
total strangers!
Improved: Scans all web, e-mail and instant messaging traffic for viruses and
spyware, in real-time
Proactively protects against new virus outbreaks using advanced heuristics

Protect your identity:  shop, bank, listen, watch privately and securely
Blocks attempted identity theft (phishing)
Improved: Prevents personal information from leaking via e-mail, web or instant
messaging

Guard your conversations with top-of-the line encry ption
NEW Instant Messaging Encryption
NEW File Vault securely stores personal information or sensitive files

Connect securely to any network at home, in the off  ice or away
Automatically modifies firewall protection settings to suit location
Wi-Fi monitor helps prevent unauthorized access to your Wi-Fi network

Protect your family and their computers!

Blocks access to inappropriate websites and e-mail
Schedules and limits kids’ access to Internet and to applications
Play safe, play seamlessly!

Improved: Reduces the system load and avoids requesting user interaction
during games

Get fine-tuned performance from your computer!
Uses few system resources
NEW Laptop mode prolongs battery life

Features:
Antivirus, Anti spyware, Anti-phishing
Anti-Spam, Firewall
Parental Control
IM Encryption
Family Network Protection
Hourly Update

Working Guide:

PI refer to userguide_IS_2009_en.pdf in CD or www.BitDefenderindia.in
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Company Overview - Unistal Systems Pvt. Ltd.

Unistal Systems Pvt. Ltd. is the Data Care Industry’s largest, most experienced and
technologically advanced provider of data recovery products and services. In case of
any kind of data loss on any type of computer storage media, Unistal has a solution with
fast, advanced and cost-effective products and services — ranging from do-it-yourself
software products, data loss prevention solutions to 24/7/365 services network. With
nearly 14 years experience performing successful data recoveries, Unistal has served
customers across the globe including Secret services, government agencies, corporate
houses, and numerous computer users. Unistal has developed the industry’s widest
range of data recovery products and services, providing desktop, laptop, server, email,
database and tape recoveries for all media types and operating systems — anywhere,
anytime. Headquartered right in the heart of New Delhi has four offices and 14 service
labs strategically located across India.

Unistal's decade long experience in data recovery services has helped to continuously

evolve new methods of retrieving data, provide business continuity solutions, disaster
recovery solutions, data loss prevention and data recovery software.
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